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Legal Notices

This User Manual provides productinformation and is provided “as is.” Iridium and its affiliated companies,
directors, officers, employees, agents, trustees or consultants (‘lidium’) assume no responsibility for any
typographical,technical,contentorother inaccuraciesin this User Manual. Iridium reserves the right to revise
this User Manual orwithdraw it at any time without prior notice. Youcan find the current version of this Iridium
Pilot User Manual at www.iridium.com.

Your Iridium Pilot is subject to a Limited Warranty, Limitations, Exclusions, and Terms and Conditions which
were includedinthepackagingwith yourlIridiumPilot,andwhichcan alsobefound inthe Appendices to this
UserManual,and inyourlinstallationGuide. Iftherearediscrepanciesin thewordingofthe Limited Warranty,
thatversion associated with thisUser Manual is controlling. Youare permitted to use Iridium Pilotonly as
described and specified in this User Manual, the Installation Guide, and the Limited Warranty. By using the
Iridium Pilot, you are indicating that you agree to comply with the terms set forth in this User Manual as well
as the Installation Guide, including without limitation the Limited Warranty, including the section describing
permitted useoflridiumPilot(the “Conditions ofUse”).Ifyoufail to complywith the Limited Warrantyand the
Conditions of Use, Iridium may void certain protections offered under the Limited Warranty and Iridium
reserves therightto terminate your right to use Iridium Pilot on the Iridium network. If you do not accept the
terms oftheLimited Warranty and Conditions of Use,donotuselridiumPilot.

Prior to using Iridium Pilot, read and understand this User Manual,
including the safety warnings and information. Failure to do so could
result in serious injury or death.

Ifyou do nothave the Iridium Pilot Installation Guide, it can be found at www. iridium.com, or call
1-866-947-4348 (1-480-752-5151 for outside U.S.) and request that an Installation Guide be sentto you.

Third Party Information

This User Manual might referto third party sources of information, hardware or software, products or services
and/orthird party web sites (“third party information”). Iridiumdoes not control,and is notresponsible
for,any third party information, including without limitation the content, accuracy, copyright compliance,
compatibility, performance, trustworthiness, legality, decency, links, or any other aspect of third party
information. The inclusion of such third party information does notimply endorsement by Iridium of the third
party information. ANY THRD PARTY INFORMATION THAT IS PROVIDED WITH IRIDIUM'S FACILITIES, SERVICES,
PRODUCTS OR USER INFORMATION IS PROVIDED “ASIS’. IRIDIUM MAKES NO REPRESENTATIONS, GUARANTEES
OR WARRANTIES IN RELATION TOTHIRD PARTY INFORMATION AND IRIDIUM SHALL NOT BE LIABLE FOR ANY
LOSSES, DAMAGES, LIABILITIES, JUDGMENTS, AND FINES, AMOUNTS PAID IN SETTLEMENT, EXPENSES OR
COSTS OF DEFENSE SUSTAINED IN RELATION TO ANY SUCH THIRD PARTY INFORMATION.

Intellectual Property, Trade Secret, Proprietary or Copyrighted Information

Toprotectlridiumproprietary andconfidentialinformation and/or trade secrets, this User Manual may describe
some aspects of Iridium technology in generalized terms. Iridium products may include copyrighted Iridium
and third party software. Anysuchcopyrighted software containedin Iridiumproductsmay notbe modified,
reverse engineered, distributed orreproduced in any manner to the extent provided by law. The purchase of any
Iridium products shall not be deemed to grant either directly orby implication or otherwise, any license under
copyrights, patents, or patent applications of Iridium or any third party software provider, exceptforthe normal,
nonexclusive, royaltyfreelicensetousethatarisesby operationoflawinthesaleofaproduct.

Content Copyright

You are exclusively responsible for the use of Iridium Pilot, including proper use of third party copyrighted
materials. If youviolate these terms, you agree to defend,indemnify and hold Iridium harmless with respect to
any claims or actions by third partiesrelatedtoyourimproperuse of copyrighted materialandto pay all costs,
damages, fi and otheramounts incurredby Iridium, or onitsbehalf,inthe defense ofany such claimsor actions.
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Section | — INTRODUCTION

1.1 Introduction

ThankyouforpurchasingthestateoftheartlridiumBroadband Subscriber Unit.Iridiumistheonlyprovider
oftruly global satellitevoiceand datacommunications solutions withcompletecoverage oftheentire earth
including polar-regions. The Iridium Pilot® delivers reliable, near real-time, simultaneous high-quality voice
and dataconnection tothe Iridium® satellite network from any point on the globe.

1.2 About this Manual

Thisisausermanual forthelridium Pilotsystem. Thereadersofthe manual includeanyonewhois using or
intendstousethissystem.No specific skillsarerequiredto operatethelridiumPilot. However, itisimportant
thatyouobserveall safety requirements listedin Section 1.5 ofthismanual, and operatethe systemaccording
to this manual's guidelines.

Notethatthis manual does notcover installationof IridiumPilot. Forinformation oninstallation referto the
Installation Guide.

1.3 Manual Overview

This manual has the following sections:

o Introduction ContainsanoverviewofthelridiumPilotproductas wellasan overviewof the
Iridiumnetwork andhow Iridium Pilotutilizes Iridium OpenPort® serviceto
providedataandvoiceservicestocustomers. Importantsafety informationis also
included in thissection.

o Getting Started This section providestheuserwithan overview andsafety checkto begin
operatingtheunitafterinstall. Detailson SIMinstallation and validationas well as
data and phone connections are detailed.

» System Configuration Explains LAN settings for configuring the Iridium Pilot on the customers
network. Userprofilesaredefined anddetails areprovidedonhowto access the
Graphical User Interface and other features of the system.

* System Operation Detailsareprovided on howtooperatethedataandtelephonyservices ofthe
system,includingplacingdataandvoice callsandfeatures ofthosecalls provided
by the service.

¢+ Troubleshooting Contains details to assist the user in troubleshooting issues by providing an LED
status chartand troubleshooting guide.

o Appendices Additional informationfor users ofthelridiumPilotsystem, including, regulatory
references, product specifications and warranty information.

This manual may not always reflect the latest software functionality for your terminal.

Iidium Pilot User Manual
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1.4 Terms to Know

+ ADE: Above Decks Equipment, the radiating (satellite) unit

+ BDE: BelowDecks Equipment,theuserinterface unitthatconnectsto your computer system
and telephone(s)

+ IBSU: Iridium Broadband Subscriber Unit (The ADE and BDE together)

« POTS: Plain Old Telephony System

« SIM: Subscriber Identity Module

« PSU: Power Supply Unit

* Provisioned: Atermusedtoindicatethe SIMcard is activatedforvoiceanddataconnection. Thiscan

onlybedonebyaServiceProvider

1: INTRODUCTION

1.5 Related Documents

TITLE & DESCRIPTION “ DOCUMENT
Installaton Guide Explainshowto installthelridiumPilot
ADE/BDE.
1.6 Safety

1.6.1 Electrical Shock Warning

TheADEandtheBDEshould beinstalled by aqualified professional techniciantrainedin theinstallationof
marineelectronicsandantennas. Failuretocomplywiththese precautionsorwith specific warningson the
equipment,in theInstallation Guide orinthis manual violates the safetystand ards ofthe design, manufacture
andintendeduseofthisequipment.

A WARNING

A Priorto usinglridiumPilot,read andunderstandthis UserManualincludingthe
safetywarningsandinformation. Failureto do socould resultinseriousinjury ordeath.

IfyoudonothavethelridiumPilotinstallationGuide,itcan befound atwww. iridium.com, orcall
1-866-947-4348 (1-480-752-5151 for outside US.) and request that an Installaton Guide be sent to you.

Followall safety precautions carefully. Improperinstallation may resultin injury orinability ofthe equip ment
tofunction properly. Onlyaqualified professional technician trained intheinstallationofmarine electronics
and antennas should remove the installation cover onthe BDE.

Iridium Satellite LLC disclaims all liability for failure to comply with these requirements and
improper installation.

2 Iidium Pilot User Manual


http://www/

Shock Hazard

A WARNING

The Below Decks Equipment (BDE) contains low voltage that may cause serious injury if
opened.Donot,underanyconditions,openordismantlethe BDE. Failuretofollowthese
instructions could resultinserious injury ordeath.

1.6.2 Radiation Hazard
Potentially hazardous radio frequency (RF) istransmitted from ADE.
Toavoidrisktopersonnel,keep thefollowing distancesbetween personneland theantennawhen the system

poweris ON.Personnelmustmaintainaminimumseparationdistance of Imfromtheunitand installersmust
placethe Above Deck Equipmenttransmitterin amannertomaintainthis minimumspacingrequirement.

Figure 1.0

STAY BACK ONE
METER (3.3FT)! v

Failure to do so
could result
in radio
frequency

(RF) energy
exposure causing thermal
injuries, serious injury
or death.

T dridiumy

—

RF Warning Label ontop oftheADE

Description Minimum Distance from Antenna
Within 0°-180°oftheantennaelevationrange 1.0m(3.3ft.)
A\ WARNING

The Above Decks Equipment (ADE) fransmits radio frequency energy (RF) that may cause
thermalinjuriesincludingtissue damagefromincreased heatingandbody temperature.
Whenthesystempoweris ONkeep allpersonnelaminimumof1.0m(3.3ft.)fromthe
antenna(seeRadiationHazard). Failuretodosocouldresultinseriousinjuryordeath.

Iidium Pilot User Manual
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1.6.3 Antenna Mounting and Substitution

Theantennasupplied by themanufacturerorradiodealermustnotbemounted atalocationsuchthatduring
radio transmission, any personorpersonscan comecloserthan theindicated minimumsafe distanceto the
antenna: 1.0 m (3.3ft).

TocomplywithcurrentFCC RF Exposurelimits,theantennamustbeinstalled ator exceedingthe minimum
safedistanceshownabove,andinaccordancewiththerequirementsoftheantennamanufacturerorsupplier.

Base Station Installation: The antenna should be mounted on an outdoor permanent stucture. RF Exposure
compliancemustbeaddressed atthetimeofinstallation.

Youmay contactyour radiodealer orthe manufacturer for furtherinstructions. You, as the qualified end -
userofthisradiodevice, mustcontrol theexposure conditions ofbystanders toensurethe minimum
separation distance (above) is maintained between the antenna and nearby persons for satisfying RF Exposure
compliance.The operationofthis transmitter mustsatisfy therequirementsof Occupational/Controlled
Exposure Environment, for work-related use. Transmit only when person(s) are at least the minimum distance
fromtheproperlyinstalled, externally mountedantenna.

Ifyouhaveany concernsabouttheadequacy ofthemountingorsupportforthelridiumPilotdevice, seek
advicefromastructural engineerorotherqualified individual.

A WARNING

tissue damege from increased heating and body temperature. Keep everyone at a safe distance
fromtheantennawhen the systempowerisON. Personnelmustmaintainaminimumseparation
distanceofl1.0m(3.3ft) fromtheunitandinstallers mustplace ADEtransmitterin amanner

to maintain minimumspacingrequirement. Failuretodosocouldresultinexposureto radio
frequency energy(RF) transmitted fromthe ADE thatcouldresultinseriousinjury ordeath.

ﬂ Exposure to radio frequency energy (RF) from the antenna may cause thermal injuries including

A WARNING

Exposure to radio frequency energy (RF) from the antenna may cause thermal injuries including
tissuedamagefromincreasedheatingandbody temperature. Do notsubstituteany antenna

fortheonesupplied orrecommended by themanufacturerorradiodealer. Substitution of
antennas could cause exposure to excess radio frequency radiation which could result in serious
injury ordeath.

A WARNING

detachment ofthe unit, causing disruption in operation of the unit, ordanger from a falling unit,

0 ADE mustbe properly mounted and securedatinstalllocation. Failureto do socould resultin
which could resultinseriousinjury ordeath.

Iidium Pilot User Manual



A WARNING

ﬂ Damageto thepaintcoatingmay allowrustto the ADEwhich couldresultinfailure ofthe ADE.

ThisinturncouldcausedisruptioninoperationofthelridiumPilotdeviceor dangerfromafalling
unit. Avoiddamaging the paintcoating. Ifdamage occurs, re-apply appropriate anti-corrosion
paint.Failuretodosocouldresultinseriousinjury or death.

1.6.4 Blasting Areas

A WARNING

ﬂ To avoidinterferingwith blastingoperations, turn yourdevice OFFwhenin a “blastingarea’ or

NOILONAOYLNI ‘T

inareas posted: “Turnofftwo-way radio.”Obey all signsandinstructions. Failuretodoso could
resultin seriousinjuryordeath.

1.6 Overview of System Operation

1.6.1 Iridium Satellite Communications

The Iridium satellite network is comprised of 66 Low-Earth Orbiing (LEO), cross-linked satellites, providing
voice and data coverage over Earth’s entire surface. The satellites operate as a fully meshed network in
sixorbital planes, positioned ataheightof 781kilometers (485miles) with onesatelliteevery 32degrees
oflatitude, with each satellitecompletingoneorbitevery 100minutes, traveling atarateof16,832 miles

per hour. Each plane has 11 mission satellites performing as nodes in the telephony network. The spare
satellitesareon orbitreadyto replaceany unserviceable satellite. Iridiumhas gateways in Arizona, Alaskaand
additional telemetry, tracking and controlfacilitiesinCanadaandNorway. Itisthelargestcommercial satellite
constellationintheworld.

Thisconstellationensuresthatevery regionontheglobeis covered byatleastone satelliteatalltimes. Each
satelliteis cross-linked tofour other satellites; twosatellites in thesame orbital planeandtwo inan adjacent
plane.Thesatelliteconstellationisexpected to provide continuous global coverageuntil2018withoutany
additional launches of satellites.

Figure 1.2
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AnlridiumPilotvoiceordatacallis received by the closestsatelliteto the device’s currentlocation, anywhere
ontheGlobe. Thetrafficisrouted through the meshed satellite network andlands atthe AlaskaGround
Station,and,isthen routedoverterrestrial networks tothe Gateway inArizona. Atthe gateway, trafficis
convertedbackto internetprotocol (IP) and voice,depending on calltypeanddeliveredto thelPcloud orthe
public switched telephone network (PSTN).
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1.6.2 Iridium Pilot Terminal Components
Figure 1.3
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Above Decks Equipment

The Above Decks Equipment (ADE) provides the communication connection between the BDE and Iridium’s
satellites. The ADE will automatically locate and track Iridium satellites overhead.
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Below Decks Equipment

Figure 1.4
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SIM card, reset button
and on/off switch are
located behind panel

2. Below Decks Equipment: The BelowDecks Equipment(BDE)istheapplianceto which youconnectyour
telephones and computers. It is capable ofhandling three POTS/RJ11 telephone handsets and one Ethernet
data connection.

3. ADE / BDE Cable: Thecableconnectsthe ADEto theBDE. Itisshielded and has awaterproofconnectionfor
the ADE.

4. AC Power Supply Unit: The AC Power Supply Unit(PSU) providespowerto the BDE.

5.SIM:Theassigned SIMcard validates the systematstart-up, allowsconnection tothe Iridiumnetwork, and
enablestheappropriatephoneand datalines.

6. ADE Ground Cable (3m standard and 8m available): The ground cable connects the ADEto a grounded
sourceatthepointofinstallation. Comes with an adapterkitto facilitate alternativeinstallations.

7.BDE Ground (2.5m): This ground cable connects the BDE to ground at the installation location.

8. POTS Handsets (not shown): Two handsets are provided with your Iridium Pilot Equipment: a Standard
Phoneforinstallationon thebridge,andone CrewPhone, designed for quickaccessto Iridium Go Chat™
Crew Calling services.

1.6.3 Product Specifications
See Appendix B for product specifications.

Iidium Pilot User Manual
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Section Il-GETTING STARTED

2.1 Getting Started
2.2 SIM Installation
Steps

1. Remove SIM cover (retain somewhere safe) and ensure ON/OFF switch is in OFF position.

2. Insert suitable SIM card and slide the locking tab across (see Figures 2.1, 2.2, 2.3).
a. Note: Ifthe SIM cardisremovedorunlockedduringoperationanyvoiceordatacalls will be
terminated immediately.

Power on and replace the SIM cover.

3.

4. Connect computerfrouter via Ethernet port.
5. Connect phones and/or PBX via RJ11 ports.
6.

Check all connections.

Figure 2.1

Slide Locking Tab

T iridilueny

Figure 2.2

Iidium Pilot User Manual
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2.3 Data Connection
TheBDEprovides oneRJ-45portfor connectionto your computer or network.
Theinternal structure ofthecomputernetworkdependsonyourneeds. ThelridiumPilotiscapable of

handling everythingfromtheconnectionofasingle PCto acomplete Ethernetnetwork. Thedataport
provides an Ethernet connection of10BaseT using an RJ45 connector.

IftheBelowDecks Equipment(BDE) isto beconnectedto adown-streamportofan Ethernethuborswitch
thentheuserwillneed to useacrossover Ethernetcable. Again,thedataportmustbeprovisioned toconnect
tothelnternet. ThedataLEDwill beilluminated green.

Figure 2.4

Crossover
Cable

HUB Switch

2.3.1 Single PC Connection
+ Connectdirectlytothedataportofthe BDE
+ Use astandard Ethernet cable

+ Configure PC for static configuration (for more details see Windows® PC Setup for Static Configuration)

2.3.2 Multiple PC Connection
« Connecttheswitch/hub/routerto thedataportonthe BDEusing acrossover Ethernetcable.

+ ConnectthePCstotheEthernetswitch,huborrouter (Note:thesemultipledeviceswillbesharingthe
same satelliteconnectionoverthelridiumnetwork,the moredevices connected the smallerthe share of
the connection.)

+ Dependingonhowyourship-sideLANis configuredyoumay ormay notwantthelridiumPilotto actasa
DHCP server and to perform DNS forwarding (see the following section to change).

See theData Operationsectionformoreinformationon configuringthe dataconnection.

Iidium Pilot User Manual



2.4 Phone Connection

The BDE provides three connectors for POTS handsets, which can be used simultaneously. In order to make or
receiveaphonecallyoumusthaveavalid SIMinstalled inthe BDE.

Connect the handsets to the RJ-11 ports on the BDE.

Above Decks Equipment Iridiu m Pi|°t®
Interconnection Diagram

Below Decks Equipment

Ground Cable
3 m (8 m optional)

Note: Maximum distance
between the ADE and the
user computer is 100 meters.
Interconnect
Cable 20 m
(50 m optional) 2.5 m BDE
Ground Cable
Mains

Power Cord 2 m

User Supplied Captain’s Phone Crew’s Handset Optional
Power Module Computer and & 2 mRIJ-11 Cable & 2 mRIJ-11 Cable Handset
Ethernet Cable

2.5 Connection Check

Check all connections before powering the system on.

Iidium Pilot User Manual
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2: GETTING STARTED

2.6 System Safety Check
Nowthatthesystemhasbeen setup by theinstallerand isready foruse,onceitisturnedON,itisimportantto
conductthefollowingchecksbeforeusingthesystem:

1. Ensurethatyourequipmentis properlygroundedandthereis powertotheunits.

Note: The ADE groundcableand theBDEgroundcable (suppliedwith thekit) mustbeinstalledto an
appropriategroundconnectioninorderto ensure properoperationofthesystem.

NOTICE: Installgroundcablesforboththe ADEand BDEbeforeusing Pilot. Instructions onhowtoinstallthe
ground cablesareprovidedinthelnstallation Guide. Failuretoproperlygroundthe ADEand the BDEcould
resultin propertydamagein thecaseofalightning strike or other excessive static build-up.

2. Make surethevalid IridiumPilotSIMcard isinstalled inthe SIMholderandthe SIMcard slidelockingtabis
inthecorrectposition. RJ-45portis connected toacomputer, switch, routerorserver,andRJ-11portsare
connected to handsets. (Figure 2.5)

Figure 2.5

Ed

power
status
signal

GPS

RJ-45 port RJ-11 ports

Slide locking tab
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2.7 Starting the System

1. OntheBDE, presstheon/offPower Switchlocated underthe SIMcover.The systemauthenticationwilloccur
andthe ADE willautomatically establish alink withthe Iridiumnetwork.

Figure 2.6

on/off Indicator Light

on/off Power Switch

Q31YVLS ONILLID ¢

The on/off Indicator Light should be green

Note: Iftheon/offIndicator Lightisnotgreen, see Chapter5, Troubleshootingthe BDE.

2. Turnonyourcomputers or network.
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2.8 SIM Validation & LED Indicators

Inorderto access thelridiumnetwork,the BDEmusthaveavalid SIMcardinstalled. Thenumberand type
(“Standard” or“Crew”) ofvoice lines available is set when your Service Provider provisions (enables) the
SIM card.

TheBDEwillindicate (illuminate green)thelines thathave been provisioned.

Figure 2.7

Provisioned lines will illuminate green

For example: There arethree phone lines available but you choose to only provision one of them. Upon
systemactivation onlyonephonelinewill beavailable.

Yourserviceprovideristheonlyparty capable ofprovisioningvoiceanddatalines. Contactyourservice
providerto addordeletephoneand datalines.Oncetheserviceproviderhas providedtheappropriate
line(s),thisinformationisautomatically downloaded tothelridiumPilotthenexttimeyouaccess

the network.

Note: Ifthe SIM cardisremovedorunlockedduringactivevoiceordatacalls, they willbeterminated
immediately.Inthis case,the SIMmustbereinserted and SIMcard slidelockingtabmustbein its correct
position,thentheBDEunitmustbe powered on/offagain tobereactivated.

Check LEDs as expected:

« PowerLEDisgreen;powerisbeingprovidedtothe BDEand itis switchedon.
+ Status LED isamber (green when in use); BDE and ADE can communicate, idle.

+ Signal LEDisamberorgreen;ISUcan seesatellite network (red=nosignal,amber =marginalsignal,
green =acceptable signal).

« GPS LED isgreen; ISU knows where itis.

Iidium Pilot User Manual



Section Ill — SYSTEM CONFIGURATION

3.1 System Configuration

Configuringthesystemand fulldiagnostics can only be done by the System Ad ministratorandrequiresalogin
password. The default username and password is “admin” Change the password if desired.

3.2 Network Configuration

Configuration of LAN Settings

ThelridiumPilotTerminalallowsyouto configurethefollowingLAN settings, viathewebpageswhenlogged
on as ‘admin: These settings include:

+ IP Address

+ Subnet Mask

« DHCP Server and IP Address Range to Use

+ DNS Forwarding

IP Address

This isthe IP address ofthe Iridium Pilot unit as seen from the vessel. The factory default is 192.168.0.1. You
should notchangethisdefaultunlessthereisalreadyLAN equipmentonthevessel,inwhich caseyoumust
set this to an unused IP address of ship-side LAN.

Subnet Mask

This defines the subnet used on the vessel. The factory default is 255.255.255.0. You should only change this
defaultifyouchangethelPaddress ofthelridiumPilotunit. All network devicesmustusethesame subnetin
order to communicate with one another.

Dynamic Host Configuration Protocol (DHCP) server

This automatically provides unique IP addresses and appropriate configuration parameters to each network
deviceconnected tothelridiumPilotunit. In thecurrentconfiguration, DHCPis disabled.

Note: WhileDHCPisdisabled,devices connectedto thelridiumPilotunitwill need to havetheirnetwork
setings manually configured. There must only be one DHCP server on any network segment. Please see insert
on“howtoconfigure networkconnectionsmanuallywithWindows®.”

DHCP IP Address minimum and maximum

This sets the range ofIP addresses for the DHCP server to use. The factory default is 192.168.0.2 to
192.168.0.254. Therange specifies the maximum number of devices onthe network. Both the maximum and
minimumvaluemustbe inthesamesubnet.

Iidium Pilot User Manual
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Domain Name System (DNS) Forwarding

DNS is used to convert network names (such as www.google.com) into the IP addresses needed to connect
tothedevice.Thefactory defaultisdisabled. ThelridiumPilotunitacts as aswitching stationsothatit
automatically forwards DNS requests to the appropriate DNS server.

OnceyouchangetheLAN configurationandpress the ‘Update IP Configuration’buttonthe Iridium Pilotwill
rebootto applytheconfiguration changes -thiswilldropany calls.OncethelridiumPilothasrebootedany
connectednetworkdevices may take up to 10 minutes to auto matically obtain newsettings. Duringthis
switch over time the network devices may not be able to communicate with the Iridium Pilot or/and duplicate
IP address settings can occur.

Ifyouchangethe LANsettingsitisadvisableto rebootanyattacheddevicestoavoidthisissue
Note: The LAN Settings can beresetto thefactory defaults usingtheresetswitchonthe BDE.

Exactly howyouconfigurethenetworkclients onthevessel willvarydependingontheoperatingsystem.
Referto youroperating systemmanual ortechnical supportorganizationtoobtainthe exactdetailsto achieve
this.YoushouldnormallyusethelridiumPilotDHCPserverto automaticallyconfigurethe correctclient
settings. Ifyouusethisoptiontheclients mustbe setup to obtain their settingsautomatically. Thisisthe
easiest way to setup a network.

Ifyouuseastaticconfigurationyoumustensurethatthe IBSUisthedefaultgateway, thatthe IBSUison the
same subnet as all devices and each network address is unigque.

Static Public IP

InordertoestablishastaticpublicIPaddress,youmustcontactyourSP.Iridiumhas established arange of IP
addressesforuseonPilot. Thereis amonthlyfeeforthe setup ofastaticpublic IPaddress. Contactyour SPfor
moredetails onstatic publiclPaddress for Pilot.

A static IP address (or fixed IP address) isan IP address that has been manually configured for a device, allowing
remoteaccess to thehardwarewithoutrequirementofaVPNapproach. Thestatic IPaddressisdefinedattime
of SIM card provisioning, and will notchange whereas aDHCP assigned IP address can and does change.

AstaticIPaddressbestsupports domain nameresolution sothatacomputer can bemostreliably reached
overanetworkbyitshost/domainname.

Note: Setting up astatic public IPaddressdoes exposeyourdevicemorereadilyto internetspidersthatlook
foropenand available IPaddresses. Adequatesecurity isrequiredforstatic IPuse. Iridiumis ableto support
whitelistIPrangesforcontrollingaccesstoan established staticpublic IP.Speak with yourSPon this
arrangement.
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3.3 Client Configuration

Windows® PCSet-up forStatic Configuration

Dependingontheneeds ofyourcomputer network,itmay benecessary toassignastaticlPaddressto the
computerdirectly connected tothelridiumPilotunit. Thefollowing stepscover aWindows XP®configuration,
however, they can generally be applied to all Windows® setups. For additional assistance in configuring your
desktop computerfor astatic connectionplease contactyourlocal computer ad ministrator.

1. Open Network Connections located inthe Control Panel.

2. LocatetheiconfortheLocalAreaConnectionconnectedto thelridiumPilotunitandright-click Properties.

3. From the list of connections used, highlight Internet Protocol (TCP/IP) and click Properties

Microsoft product screenshot(s) reprinted with permission from Microsoft Corporation. Windows and
Windows XP are either registered trademarks or trademarks of Microsoft Corporation inthe United States and/or other countries.

Figure 3.0

Local Area + Local Area Connection 2 Properties

Connection

Properties
window Connect uing

W Broadeom Netiieme 57 Gigant -

Gormnsl Advanced|

Thes cgrrection wes the follovng deme
v 3& and Printes Shaeng for Microsolt Netmarks -~

~
TePIP | @

Qo Packet Schedube

TS R (I Properties

Descrption
T Cormel Protocel/ Protocal The defaul

wade s Pelwork protoscl hat pmmdu comumunicabion
acront dvelse interconnected network

[ Shiwy 1con in notification area when connected
[] Nty tpe wihen this connection ha lited o no connectivity

(o J{ Coxnt |

4. On the Internet Protocol (TCP/IP) Properties page (Figure 3.1), click the button that says, “Use the following
IP address.” Enter an IP address to be used by this computer.
Note: ThisIPaddressshouldbedifferentfromthelridiumPilotunitwhilestillbeinginthesamelPrange.For

example,ifthelridiumPilotunitis configured as192.168.0.1 (d efault),then acomputer connectedtothe IBSU
mustbe configured within the IPrange 192.168.0.x wherexis anythingbetween 2and254.
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5. Next, set the Subnet mask: to 255.255.255.0
6. EnterthelP addressofthelridiumPilotunitforthefieldmarked Defaultgateway.

7. Lastly, check the radio button that says, “Use the following DNS sever addresses:”. Enter the DNS server
address provided by your Service Provider for the Preferred DNS server address.

8. Click OK to close any open properties pages.

Figure 3.1
Internet p
Protocol — | Internet Protocol Version 4 (TCP/IPv4) Properties m
Properties —I
General
Window
You can get IP settings assigned automatically if your network supports
this capabiity, Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(") Obtain an IP address automatically
@ Use the following IP address:
IP address: 192.168., 0 , 2
Subnet mask—— |- Subnet mask: 255.255.255., 0
Default gateway: 192.168. 0 , 1
Obtain DNS server address automatically
=2 . ‘
o Radio button - @) Use the folowing DNS server addresses:
|_
§ Preferred DNS server:
o]
o Alternate DNS server:
z
(@)
(@)
=
i
%
>
n
1)
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3.4 Accessing the Graphics user Interface (GUI)- IBSU Web Pages
To access the IBSU Web Pages:

1. ConnectaPCtothedataportonthe BDE
2. Openthewebbrowserandin thewebbrowseraddresswindow, type: http://192.168.0.1.

Note: ThedefaultIPaddressisassignedto thelBSU atthefactory. ThelPaddress can bechangedifthereare
multiple|BSU’s atasinglesite. Ifthis has been done, thentypeinthenewIPaddress. ToresetthelPaddress
back to the default (192.168.0.1), press the network reset button on the BDE.

Figure 3.2

Reset button

3. Select “Login” for administrator level diagnostics. Type inthe username and password specified by Iridium.
Call your Service Provider if login fails.

4. Select the appropriate link:
Selecttolinkto:

+ Status

+ Counters

+ Diagnostics

Note: Theinformationdisplayedonthewebpagesisnotdynamically updated. Toupdatetheinformation,
refreshthewebpagefromyourbrowser.
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http://192.168.0.1/

Figure 3.3

"1+ iridium

sign in

100112 | 20.29.36  guest | Sanln

+ stalus Enter your usemname and password below.

* counters

+ diagnoslics B
sign in
usemame:
password:
_Signin
Copynight Iridium Sateliite LLC 2012

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

Status
Select Status to link to Counters, Diagnostics, Configuration, and Admin Password. This page provides:

+ LED Status

+ Signal Strength

+ SIM status

+ GPS status, location

+ Satellite Connection status

+ Voice Line status

3: SYSTEM CONFIGURATION
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Figure 3.4

s iridium

10/01/12 | 20:19:09 | guest | Sianln

status

% stalus
< counters

+ diagnostics

Power  Staus  Signal
+] <] (<]

Signal Strength

Maximum Bandwidth

Instalied

Status

Longitude

Connected
Access denial cause

IP White List

#1 Not Provisioned
#2 Not Provisioned
#3 Not Provisioned

LEDs

GPs Dala  Handset1 Handset2 Handset3
o] © (&) =] (4]

Signal Strength

«anil
Maximum Bandwidth
64 kbps
sm
Yes
no
GPS
GPS SPS mode, fix valid
38:55.433
7713366
Sateliite Connection
False
None
Blocked Data
Disabled
Voice Lines

Number Voice Mall

Number missing NA

Number missing NA

Number missing NA

Windows and Windows XP are either registered trademarks or trademarks

other countries.

Counters

of Microsoft Corporation in the United States and/or

Select Counters to link to Status, Diagnostics, Configuration, and Admin Password. This page provides:

+ Voice Call Information

+ Data Use Information

Figure 3.5

O
e

e iridium

10/0112 | 20:25:53 | guest | Sionin

= stalus
=) counters

=) diagnoslics

counters

Total calls
Callis In progress
Line 1 last call duration
Line 2 last call duration
Line 3 last call duration
Total call duration
Average call duration

Bytes Recenved
Bytes Transmitled
Total Bytes Recelved
Total Bytes Transmitted

o7

00:00:29
00:00:07
00:09:59
01:30:58
00:00:56

False

o

6.580
777,664
5.760.549

Copyright Indium Satelifte LLC 2012

Windows and Windows XP are either registered trademarks or trademarks

other countries.

of Microsoft Corporation in the United States and/or
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Diagnostics

Select Diagnostics to link to Status, Counters, Configuration, Admin Password and Antenna
page provides useful diagnostic information such as:

« Equipment ID
« MAC & IP address

+ Hardware & Firmware revision level

Figure 3.6

Utility Tool. This

oty T oY | 0511713 | 15:20:18| admin | Sign ol
teiridium
diagnostics
status This page fists information that may be useful in diagnasis.
Diagnostics
Equipment 1D (IMEI} 300008010106420
IMSE 901037770001827
MAC Address 00:1c:b4:00:06:cd
IP Address 182:168.0.1
Firmuare Revision AO13001 (AI13001)
Firmware Timestamp Jan 232013 - 13:04:04
Hardware Revision BADE1001
Bootloader Revision ADEO3 (BDEOT)
Antenna Usage
Top down view of IBSU Unit
N [T
&
® |, o) = @
L
i - M
Clear Antenna Statistics (18/10/13 17:42:10): Clasr Antenna Stats

92013 iridum Communications inc.

TheAntennaarrayrequiresAdminlogin. Youwill notseethisarrayunlessyouarelogged inas Admin.

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/for

other countries.

Configuration

Select Configuration to link to Status, Counters, Configuration and Admin Password. This page provides:

* LAN IP configuration

« Port Forwarding configuration

+ Localization configuration

Iidium Pilot User Manual



Figure 3.7

0811712 | 15:3916 | ‘admin | Sanow

“:-iridium

configuration

« slatus This page allows configuration of the unit
4 couniers LAN IP Configuration
i 1P address: 122 %8 .0 A
« configuration Subnef Mask: 255 (256 .26 .0
admin
pa
Use as DHCP Server. o
Starting IP address: |38 B 1
Ending IP address: z_ B ] |
Use DNS Fonwarding: il
|, Updste iP Configuration
IPSEC Configuration
Enable IPSEC forwarding B
IPSEC P address: [ g I
Update IPSEC Configuraton
GRE Configuration
Enable GRE forwarding a
GRE IP address: H 4
Port Forwarding Configuration
o port forwarding rules set
Add Rule || o 2
White List Configuration
Enable White fist: o
Address # 1P Address
1 10.20.20.30
2 8888
Add Address || i ~slie= | Dt
Proxy (
Enabled: L}
Compression Configuration
Compression: No Compression =
Firmware Version Notification Configuration
Enabled: i}
Localisation Configuration
Location USA Caneds |52}
Bulk Configuration
Bulk Configuration file (Browse.. |

Uplosd:

82013 Jrdium Cemmanications fna.

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.

3.5 User Profiles

There are two user profile levels:

+ Guest

« Administrator

The default access is Guest. No log-in is required.
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3.5.1 Guest Level

TheGuestlevel providestheuserbasic access tothesystem, butdoes notallowtheusertomakeany
changes tothesystem.

Figure 3.8

&I 0811113 | 18:47:27 | guest | Sanin
txiridium
status
T
= LEDs
Power  Stalus  Signal GPS Data  Handset1 Handset2 Handset3

2] ® <] o L] e 9 e

Signal Strength
Signal Strength antl
Maximum Bandwidth
Maximum Bandwidth 128 kbps
Sim
Instalied Yes
Ermors no
GPS
Status GPS SPS mode, fix valid
Latitude 38:55.435
Longitude -77:13.366

Satellite Connection

Connected True
Access denial cause None
Blocked Data
IP White List Disabled
Voice Lines
Type Number Voice
Mail
=2 #1 Standard 881677700468 no
o #2 Standard 381677700469 no
— #3 Crew N/A N/A
'E ® 2013 indum Communications Inc.
oc
-]
) Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
E other countries.
@)
= 3.5.2 Administrator Level
&
= TheAdministrator levelprovides the user accesstoadvanced configurationsettings withinthe system.
> .
(2] Figure 3.9
o
T 05114712 | 15:21:08 | guest | Sgnin
:+iridium I S
V sign in

Enter your username and password below.

«s-diagnostics )
sign in
username:

password:

©2013 ingum Communications Inc

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Cororation in the United States and/or
other countries.
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Tochangethe Admin password, enterthecurrentpassword (thed efaultpasswordis“admin”)followedby
yournewpassword. Enterthenewpasswordasecondtimeandclickthe Change Passwordbutton.Your new
password is now active.

3.6 Port Forwarding (Available firmware versions AO09004 and higher)

Portforwarding istakingaportontheoutsideofthelridiumPilot,such as port80(typically used forweb
servers)and passingitto anothermachineontheinternalnetwork,on thesameport(80).

Portredirectionistakingaportontheoutside,i.e.80,and passingitto anothermachineon theinternal
network,buton adifferentport,i.e.8080.

Before beginning the user will need to know what port they wish to forward from outside the Iridium Pilot, to
theinner network, and whether ornot they need to ‘redirect’the portaswell. They willalso need to know if the
data will be TCP or UDP.

1. From the Configuration screen in the GUI, Under Port Forwarding Configuration, Click ‘Add Rule’
(see Figure 3.7). An administration page will open (Figure 3.10), shown below:

2. Enter /Select the following:
+ Theexternal port numberto forward to theinside.

« Theinternal portnumberwhich willbereceiving thedata. Note:Ifyouareredirectingas well, this
number will be different than the external port number.

+ ThelPaddressofthecomputerwhichisreceivingthedata. Note: Thiswillneed to beonthesame
subnet as the Iridium Pilot IBSU.

+ The protocol for the data: TCP or UDP.

Figure 3.10
S s St e v 0511113 | 15:30:18| admin | Sizo Oul
Siriaium
add port forwardmg rule
Extemnal Port b
Internal Port: a
Intemal IP address: [ g o a
Protocol Tcr 5]
[ 9% )((Canca |

9 2013 frigfum Communications fnc.

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

3. Click OK.Theupdatedconfigurationpagewiththenewlyadded ruleisdisplayed.
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Figure 3.11

0511113 | 154218 |

isiridium

configuration

status This page allows configuration of the unit.

LAN P Configuration

1P address: 192 es 0 1
‘Subnef Mask: 255 2%, 285 0
password
Use as DHCP Server =]
Starting IP address
Ending IP address: 182 B i
Use DNS Forwarding 7]
Updste (P Configurstion
IPSEC Configuration
Enable IPSEC forviarding s}
IPSEC IP-address: ] ] BiE

| Upgste IPSEC Configurstion [

GRE Configuration
Enable GRE forviarding sl
GRE IP address. a
Update GRE Configuration
Port Forwarding Configuration
Rule # Extemal Pori  Internal Port IP Address Protocal

€« 1 60 ] 192,66.02 TCP

ETnEey

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/for
other countries.

4. Add additional rules as needed.
Note: Rules can be turned on/off without having to be deleted.

Figure 3.12

C51113 | 15:45:43 | admin | Sian Ou

“isiridium

edit port forwarding rule

3: SYSTEM CONFIGURATION

4 status Port forwarding rule 2
5 courters External Port BE,
Intenal Port: 30
diagnostics - - - .
= Internai IP address: 162 .68 o 3
configuration Protocol’ [upr¥]
adrin e

passwaord

92013 rigum Communications fnc.

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States andlor
other countries.

3.7 Advanced Port Forwarding Settings

Advanced Port Forwarding settings are possible with the Pilot system using IPSEC or GRE as per the following
section.
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3.6.1 IPSEC —IP Security (Available in versions A012001 and higher)

The IPSEC setting allows an IP address to be specified asthe source/destination for all IPSEC packets that are
sentbyorarriveovertheairto thePilotISU. Therouter/PC connected tothe Pilotsystemmustsupportthe
IPSEC protocolforthiscapabilityto function. Refertoyour router/PC documentationforconfirmation.

The benefit of IPSEC isthat all IP based protocols can be secured using IPSEC for secure network
communications

To enable IPSEC configuration, when logged in as Administrator, from the configuration page, select the IPSEC
Forwarding Enable checkbox and enter the IP address to be used for IPSEC port forwarding.

To disable IPSEC, de-select the checkbox.

3.6.2 GRE — Generic Routing Encapsulation (Available inversions A012001 and higher)

The GRE setting allows an IP address to be specified as the source/destination for all GRE packets that are
sentbyorarriveovertheairto the PilotISU. Therouter connectedto the Pilotsystemmustsupportthe GRE
protocolfor this capability to function. Referto yourrouter documentation for confirmation.

GREallowsforIPpacketsto betunneledfromacorporate LANto anetworkon the PCsideofaPilotISU,
exposingtheservices availableonthecorporate LANto thenetwork attheinstallationlocation. All IPbased
protocols can be tunneled using GRE, so UDP, TCP and Email is supported. GRE requires VPN connection.

To enable GRE configuration, when logged in as Administrator, from the configuration page, select the GRE
Forwarding Enable checkbox and enter the IP address to be used for GRE port forwarding.

Todisable GRE, de-select the checkbox.

3.7 Performance Enhancement Proxy (Available in versions A012001 and higher)

Improved efficiency is provided through the Performance Enhancement Proxy (PEP) feature and data
compression. PEP provides improved throughput for data connections that suffer data degradations.
Transportefficiencyis provided through reducingcommunication overhead by eliminating redundant
informationin IPheaders. Additional compression can be achieved byreducing redundantinformation
inthe payload data, using ZLIB compression.

Therearefouroptions with datacompression:

1. IP Header and ZLIB compression (default setting)
2. IP Header only

3. ZLIB compression only

4. no compression

To enable PEP, when logged in as Administrator, from the configuration page, select the PEP checkbox.
Todisable PEP, de-select the checkbox.

ToconfigureCompression,when logged in as Administrator, fromthe configurationpage, selectwhich option
youwantfrom the dropdown menu.

Iidium Pilot User Manual

NOILYYNOIANOD INILSAS €

27



3: SYSTEM CONFIGURATION

28

3.8 Firewall (Available in versions A012001 and higher)

ThelridiumPilotcomeswithan integrated Firewall, referredto as the IridiumPilotISUIPad dresswhitelisting
feature. Thereisanassociatedwebinterfacetoassistinconfiguringthefeature.Whenthe systemisshipped,
thedefault setting isforthefeatureto bedisabled.

When enabled,thelPaddresswhitelisting featurerestrictsmobile originated IPlinks tothe setoflPaddresses
specified inthewhitelist. Mobileterminated linksare allowedfromanylPaddress.

ThemaximumnumberoflPaddressesthatcanbespecifiedinthewhitelistis 12.

IfyouareusingStatic IPsforDNS, or IridiumDNSservers, then theaddresses mustbeadded tothe White List
filtering. For Iridium DNS servers use:

-10.20.20.30

-10.20.20.40
Otherwise,theend userisunabletoutilizeadomainname, sincethelookupto the DNSserverswillbe
blocked.Duetothis requirement,the maximumnumberofentriesis 10, sincethereare2DNSservers.

Configurationofthewhitelistis performed throughthePilotISU’s configurationwebpageunderadminor
gateway login.

To access the IP address white list configuration:

1. LogintothelSUto configureas eitherad min or gateway.
2. Navigateto the Configurationwebpage.

3. Onthepageyouwill seethe White List Configuration section:

Figure 3.13

White List Configuration
Enable White list:

no white list addresses set

Add Address

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.
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To add an IP address:

1. Clickthe AddAddress button.

2. Thiswilltakeyouto apagethatallowsyouto enteran IPaddress:

Figure 3.14

" siridium

0511113 | 15:5%:51 | admin | Sion Out

add white list |p address

status IP address
couniers
i dia

nostics

iration

admin

password

168 24 125

@ 2013 iridum Comerunications Inc

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.

3. Enter an IP address and click OK.

4. Youwillbere-directed back to the ConfigurationpagewherethelPaddresswillbevisiblein the White List

Configuration section.

Figure 3.15

Enable White list:

White List Configuration

Address #

1P Address
192168 24 125

Windows and Windows XP are either registered trademark s
other countries.

or trademarks of Microsoft Corporation

in the United States and/or
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Toenablethewhitelistingfeature:

1. Check the Enable White List checkbox:

Figure 3.16
White List Configuration
Enable While fist: @
Address # IP Address
1 19216524 125
Add Address =

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

2. IPaddresswhitelistingis nowenabledandonly thelPaddressenteredwillbeaccessiblefromthe PilotISU

Fromthemain status page, thefeaturewillap pear as shown when IPWhiteListingfeatureisenabled andno
attemptsarebeing madeoutsideofthetrusted list.

Figure 3.17

051113 | 18:10:45 | admin | Sic

T siridium

30

= status
status
8 LEDs
JCounters =

é Power Status Signal GPS Data Handset 1 Handsef2 Handset3

S J-diagnostics o ] o (] o ) 5] ]

9 figuration <

[T = Signal Strength

=z admin

8 " password Signal Strength

s Maximum Bandwidth

= Maximum Bandwidth 128 kbps

%)

% s

1) Instalied Yes
Erors no

GPS
Status GPS SPS mode, fix valid
Latitude 38:55.435
Longitude -77:13.366
Satellite Connection
Connected True
Access denial cause None
Connection aftempis 684
Connections 164
Connections released 230
Connections dropped 454
Blocked Data

IP White List Enabled

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.
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Fromthemain status page, thefeaturewillappearas shownwhenIPWhite Listing featureisenabledand
attempts arebeing madeto asingledestination outside ofthetrusted list.

a. Timestamp reflectsthetimein GMT,ofthelastattemptthatwas madeto reach thelPaddressindicated, that

isNOTonthetrusted list.

Figure 3.18

“iriridium

C511713 | 18:10:45 | admin | Sion Ot

From 192.168.0 1010 209.8.115.63 @ 16:12:38 05/11/13
From 192 168.0.10 0 208.87 233.150 @ 16:12:37 05/11/13
From 192.165.0.1010 23.35.227 235 @ 16:12:32 05/11/13

status

status

= LEDs
Power Signal GPS Data Handset 1 Handset2 Handset3
o 2] &) o <] @
J configuration .
Signal Strength
admin
password Signal Strength il
Maximum Bandwidth
Maximum Bandwidth 128 kbps
SIM
Instalied Yes
Ermrors no
GPS
Status GPS SPS mode, fix valid
Latifude 38:55.435
Longitude -77:13.366
Satellite Connection
Connected True
Access denial cause None
Connection attempts 884
Connections 164
Connections released 230
Connections dropped 454
Blocked Data
IP. White List Enabled
Packets Blocked:

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.
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Fromthemain status page, thefeaturewillappear as shownwhenIPWhite Listing featureisenabledand
attempts arebeing madeto multipledestinationsoutside ofthetrusted list.

a. Timestamp reflectsthelasttimean attemptwas madeto reachthelPaddressindicated, thatisNOTonthe
whitelist.

b. Max numberofentries shown willbe5.

c. Theseentriesare“cleared”,iftheISUisreset, orifattemptstoaccessmorethan 5blockeddestinations. The
oldestentryisthenremoved.

Figure 3.19

oS . e . 05111112 | 16:10:46 | admin | Sian Out
dairidium
status
J status
= LEDs
4 counters
Povier Status Signal GPS Data Handset 1 Handset2 Handset3
diagnostics o o o D o o e L)
« configurafion .
= Signal Strength
admin
: Signal Strength il
Maximum Bandwidth
Maximum Bandwidth 128 kbps
Sim
Installed Yes
Errors no
=2 GPS
9 Status GPS SPS mode, fix valid
: Lafitude 38:55.436
o Longitude -7713.366
-]
) Satellite Connection
L
=z Connected True
(@) Access denial cause None
O Connection attempts 685
Connections 165
E Connections released 23
'; Connections dropped 454
>
(2] Blocked Data
™ 1P Viite List Enabled
Packets Biocked:

From 192.168.0.10 to 208.87.233.150 @ 16:16:00 05/11/13
From 192.168.0.10 to 165.254.51.43 @ 16:15:55 05/11/13
From 192.168.0.10 to 23.35.227.235 @ 16:15:50 65/11/13
From 192.188.0.10 to 157.56.106.184 @ 16:15:50 05/11/13
From 192.168.0.10 to 209.8.115.63 @ 16:14:29 05/11/13

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.
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To disable IP address white listing

1. Uncheck the Enable White List checkbox.

2. IPaddressesareremovedfromthelistby selecting theradiobuttonby thedesiredaddress andclickingthe

Delete Address button:

Figure 3.20

White List Configuration
Enable White list: )
Address # IP Address
1 10.20.20.30
G 2 88838
o 3 10.1.150.123

| Adc Adress || Edit Adsress || Defete Address |

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

3. Onthesubsequentwebpageclick OKandtheaddress willberemoved fromthetable:

Figure 3.21
A - . . . 0511112 | 16:17:68 | admin | San Oul
xiridium
delete white ist ip address
Rule # IP Address
3 101150123
[k [[csrent |
« configuration
admin
password

52013 Indium Communications ing

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.
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Fromthemain statuspage, thedisabledfeaturewill appear as IPWhite Listingfeature Disabled,

as shown below:

Figure 3.22
e, ' rld IU 0511013 | 18:12:54 | admin | S it
stalus
stalus
LEDs
courters
Power Status Signal GPS Data Handset 1 Handset2 Handset3
diagnostics o ) ) o I's) Qo ) o
« configuration :
Signal Strength
admin
¥ password Signai Strength witil
Maximum Bandwidth
Maximum Bandwidth 128 kbps
SiM
Instalied Yes
Errors no
GPS
Status GPS SPS mede, fix valid
Latitude 38:55.435
Longitude -77:13.366
Satellite Connection
Connected True
Access denial cause None
Connection attempis 685
Connections 165
Connections released 231
Connections dropped 454
Blocked Data
1P White List Disabled
Voice Lines
Type Number Voice
Mail
#1 Standard 881677700468 no
#2 Standard 881677700469 no
#3 Crew NIA NIA
22013 iidum C i inc

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.
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3.9 Bulk Configuration (Available in versions AO12001 and higher)

ThelridiumPilotcomeswiththe Bulk Configuration Tool ,whichallows Solutions Partnersandend usersto
configuremultiplelridiumPilotunitsbeingdeployedacrossmultiplelocations.

Bulk configurationprovides an easy way tofullyconfigureaPilotIBSU by applyingaconfigurationdefined by
aplaintextfile. Thebulk configuration fileformatconsists of several lineswhereeachlinedescribes asingle

configurableelementandisoftheform:

Admin_Password - String

IP_Address - IP Address

DHCPS_Enabled —Enumeration (‘enabled” or“disabled”)
Compression _Mask - Integer (in hex format)

Port Forward_Rule_1 —Record made up ofEnumeration (“UDP” or“TCP”), IP Address, Integer, Integer and

Enumeration (“yes” OR “NO”).

3.9.1 Bulk Configuration File

ThelDisastring thatidentifiestheconfigurableitemto configureandvalueisthevalueto apply. The bulk
configuration file supports several types ofvalues: integer, string, enumeration, IP address and record.

VALUE ‘ DESCRIPTION

Integer Anintegervaluecan bein eitherdecimal (e.g.123) or
hexadecimal (e.g. OXABC) format.
String A sequence of characters possibly surrounded by

doublequotes,quotesarerequiredifthestring
contains spaces.

Enumeration

Oneofafixed numberofpredefined strings,a
string enumerationvalue may containspacesifitis
enclosed in quotes.

IP Address Four decimal integers each separated from its
neighboursbyasingledot.
Record An elementthatiscomposed ofafixed number

offields,eachfieldisavalueeach ofwhichisan
Integer, String, Enumeration orIP Address the order
the values appear is predefined.
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3.9.2 Element Definitions

Belowisadescription ofthevalidelementIDs and theformatexpected fortheirassociated

configuration value.

| ELEMENT

Admin_Password

| DESCRIPTION

Configures the administrator's password
forthelSU,takesastringasinput.

EXAMPLE

Admin_Password password

IP_Address

Configures the IP address ofthe ISU, takes
an IP address as input

IP_Address 192.168.0.1

Subnet_Mask

Configures the subnet mask ofthe ISU,
takes an IP address asinput.

DHCPS_Enabled

Enables ordisables the DHCP server
functionalityofthelSU, takesan
enumeration oftheformat“enabled”
or“disabled”asinput.

DHCPS_Enabled disabled

DHCPS_IP_Start

Configures the start ofthe IP address
range DHCP will allocate addresses from
if enabled, takes an IP address as input.

DHCPS_IP_Start 192.168.0.2

functionalityofthelSU, takesan
enumeration oftheformat“enabled”
or“disabled”asinput.

DHCPS_IP_End Configures the end ofthe IP address range | DHCPS_IP_End 192.168.0.10
DHCP will allocate addresses from
if enabled, takes an IP address as input.

DNS_Enabled Enables or disables the DNS forwarding DNS_Enabled enabled

Port_Forward _Rule_X

Configuresoneofthel5portforwarding
ruleson an ISU, takes arecord ofthe
followingformat:

¢+ IP address

*+ Internalportnumber

+ External port number

+ Protocol (enumeration “UDP” or“TCP”)

+ Inuse(enumeration “yes” or“no”)

Port_Forward_Rule_1 192.168.0.5 55
66 TCP yes

NOTE: Configured portforwarding rules mustbein acontinuous blockstartingwithrule 1, otherwise
unexpected behavior may occur.Forexample,configuring rules 1,2,3,4wouldbefine,butconfiguring
1,2,8,9would bewrongaswouldconfiguringrules3,4,5,6,7in addition.
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ELEMENT

Localization

DESCRIPTION

Configuresthelocalisationsettingofthe
ISU, takes an enumeration with oneofthe
following possible values:

“USA, Canada”

“UK, Ireland”

“Germany, France, Italy”

“Spain, Portugal”

China

Japan

| EXAMPLE

Localisation “Germany, France, ltaly”

Whitelist_Address_X

Configuresoneofthe 12whitelisted IP
addresses, takes an IP address.

Whitelist Address 1 123.456.789.123

Note: Configured whitelistaddresses mustbein acontinuousblock starting with rule 1, otherwise
unexpected behaviour may occur. For example, configuring addresses 1,2,3,4 would be fine, but configuring
1,2,8,9would bewrongaswouldconfiguringrules3,4,5,6,7in addition.

Whitelist_Enable

Enables or disables the use ofthe IP
address white list, takes an enumeration
oftheformat“enabled” or“disabled” as
input.

Whitelist_Enable disabled

Whitelist_Size

Configuresthenumberofconfigured
white listed IP addresses, takes an integer.

Whitelist_Size 4

Note: Thesizeconfigured here mustmatch thenumberofWhitelist_Address_Xentriesintheconfiguration

file otherwise unexpected behaviour may occur.

Compression_Mask

Enables IP header compression, data
compression and the Performance
Enhancing Proxy (PEP), takes an integer.

Thisisabitmask oftheservicesto enable:

0x01 — IP header compression enabled
0x02 -ZLIB data compression enabled

0x04 - PEP enabled

Firmware_Notification

Enables ordisables the new firmware
available nofification onthe ISU's
diagnostics web page, takes an
enumeration oftheformat“enabled”
or“disabled”asinput.

Firmware_Noftficaton enabled

Iidium Pilot User Manual

NOILVHINOIANOD INILSAS €

37



3.9.3 Uploading the Configuration

Aconfigurationfilecan beuploaded toaPilotIBSUin two ways, either viathe IBSU’s configurationwebpage
orusingthefirmwareupgradetool.

Toupload aconfigurationfileviatheIBSUwebpages:

1. LogintothelSUwebpages asanadministrator
2. Navigateto the Configuration page

3. LocatetheBulk Configurationsectionatthebottomofthepage.

Figure 3.23

Bulk Configuration

Bulk Configuration file: Browse.. |
Upload

; 547..7173 irichumn Communicatons Inc.

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

4. Clickonthebrowsebuttonand selectaPilotconfiguration filefromthedialogbox.
5. Click Upload

6. When asked ifyouwantto configurethelSUclickyes

Figure 3.24

Bulk Configuration

File uploaded sucessfully. Configure ISU (unit will reboot if yes)?

3: SYSTEM CONFIGURATION

Windows and Windows XP are either registered trademarks or trademarks of Microsoft Corporation in the United States andlor
other countries.

7. Thenewconfigurationwillbeapplied andthelSUwillreboot.
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Toupload aconfigurationfilefromtheIBSUfirmwareupgradetool:
1. OpenthelSUfirmwareupgradetool (mustbe AO11001orlater)
2. EnterthelPaddressofthelSUto configure

3. SelectwhetherornottoupgradethelSU’s firmware by selecting or deselecting the Upgrad e Unit’s Firmware
checkbox. NotethatifthelSU’s currentfirmwareis olderthan AO11001then this mustbecheckedforthe

configuration process to work.

Figure 3.25

% Iridium OpenPort Terminal Upgrade Tool

PC Connection to Unit

Units|P address [ 192 _ 168 . 0 . 1 Use defaul IP address |

Uparade Fimware
¥V Upgrade Unit's Frmware
Target unit will be upgraded to version A011001d. DEV

Reconfigure Unit
v Upgrade Unit's Configuration
Configuration File name:

|c; “config tat

Unit will be reconfigured using this file
Progress:
[™ Exit on completion

About. Activate

Exit

4. Check the Upgrade Units Configuration check box.

5. Clickonthefilebrowseicon in the Reconfigure Unitbox.
6. Selecttheconfigurationfilefromthedialogbox.

7. Click Activate.
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3.10 New Firmware Notification (available in version A012001 and higher)
ThelridiumPilotcomes with aNew Firmware Notificationfeature,which allows youto managethefirmware
upgradeprocess,asdetailed insection4.30fthis User Manual. An automated notificationis providedonthe
Device Configuration page ofthe IBSU GUI, indicating a newer version is available.

To enable this feature, when logged in as Administrator, under Configuration, Select the checkbox.

Figure 3.26

Firmware Version Notification Configuration
Enabled =

Localisation Configuration
Location: USA, Canads I~

Bulk Configuration

Bulk Configuration file: | Browse— |

© 2013 Irigium Communications fnc.

YoumustcontactyourIridium SolutionsProviderto beupgraded.

To disable this feature, when logged in as Administrator, under Configuration, de-select the checkbox.

3: SYSTEM CONFIGURATION
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Section IV — System Operation

4.1 System Operation

Nowthatthesystemhasbeen setup and configured,itis ready foruse. Thischapter provides detailsonhowto
use the Iridium Pilot system.

4.2 Data Operation

Priorto operation,thelridiumPilotunitmustbeinstalled, provisioned, and switchedon.
All status lights shouldbenominal.

+ PowerLEDmustbe green.Powerisbeingsupplied totheBDEand itis switchedon.

+ Status LED isamber.BDEand ADEcan communicateandaresittingidle. Thislightwillturngreenoncethe
unitgoesonline.

+ SignalLEDisamberorgreen.Theunitcan“see’thesatellite network. Aredsignal lightindicates nosignal.

« GPS LED is green. Theunit has received the necessary GPS information required to operate.

+ Dataand Voiceportlights aregreen.Provisioningdetailshave successfullybeen received fromthe network
and accesstotheservicehasbeen granted.Iftheunithas been denied accessthenthelights willbeamber.

Accessing the Web

Aslongasyourdataportis provisioned andthe proper physicalconnections made, accesstheInternetsimply
by starting yourwebbrowser. ThelBSU allowsyoucompletefunctionality to uploadand downloaddata, web
pages,and email.Note: Largefiles orgraphicintensewebpages will takelongertotransferordisplay.

Note: Configuringthesystemandfull diagnostics canonlybe doneby the System Administratorandrequires
alogin password. The default username and password is “admin” Change the password if desired.

Important

ThelridiumPilotunitsupports “‘connecton demand”andwillmakeaconnectionacrossthelridiumnetworkif
adatadevicetriesto access anaddressoutsidethelocal areanetwork. Itis the user’'sresponsibility tosecure
the system from outside access. Ensure proper security (e.g.. firewall, virus protection, encryption) isin place
before using the system.
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4.3 Telephony Operation

The BDE provides three connectors for POTS handsets, which can be used simultaneously. In order to make or
receiveaphonecallyoumusthaveavalid SIMinstalled inthe BDE.

Types of voice lines available are Standard or Crew. There are 3 voice lines available onthe BDE and each can
beprovisioned withservices. TheBDEwillindicate (illuminate green)thelines thathave been provisioned.

Figure 4.0

Provisioned lines will illuminate green

Note: Ifnoneofthedataorvoice LEDs aregreen thenitmay bethatno services havebeen provisioned. If

theyareamber,youmay bedeniedaccessto thelridiumnetwork. See Troubleshooting section for detailson
resolving this issue.

Voicecallscan beplacedusingan Iridiumprovidedhandsetorastandard“POTS”phonethatis pluggedinto
theBDE. Telephony callsonastandardlinecan be placed by dialing thecountry codefollowedby the number
and a“#’symbol.IridiumPilotdoes notrequirea“+” or“00” priorto enteringthe country code. Crewcalls
requiretheuseofthepre-programmed buttonsonthecrewhandsetlridiumprovides.

4: SYSTEM OPERATION
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Standard Handset

um Pilot The3handset interfaces are POTS interfaces, with RJ11
sl connectors. ThelridiumPilotunit's audiohas been optimizedto
workwiththehandsets provided by Iridium.

Iridi

Hasto be connectedto alinethathasbeen provisionedas
standard line.

Normaldialing(no“+”or“00” required)
Message waiting light

TheCaptain’'s handsetcan haveapinenabledinprovisioningif
the user desires.

Can receive MT calls.

Normal Handset
& 2 m RJ-11 Cable

Crew’s Handset

Iridiumhasacrewphoneavailablewith pre-programmed
language buttonsforusewithscratchcards.

Iridium Pilot

GoChat
Hasto be connectedto alinethathasbeen provisionedas
‘crew’ line.

Emergency calls are supported.

These handsets can ONLY make scratch card calls. There
arecontrolsinthelSUto

blockothercalltypes.

MT calls not supported

Normal Dialing

(No ‘+ or‘00" required)

Crew’s Handset
& 2 m RJ-11 Cable

Voice Call from Handset

Avoicelinecan beconfiguredto oneoftwo linetypes, Acrewlinewhichmustusean IridiumPilotCrew
handset, ora Standard line:

FollowthesestepswhencallingfromaStandardline:

1. Connect the handset to the BDE.

2. Typeinthecountrycode,thephonenumberrequired,ending withthe#key.

For example:
country code + local phone number + #
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Voice Call Using Iridium Prepaid Platform (lridium GoChat®)

IridiumPilotuses adedicated phoneforcrewcallingwhichrequires anlridiumGoChat card (seeyour service
providerforinformationonhowtopurchaseanlridiumGoChat card). Placingacallrequires pressing a
dedicated speed-dial button, then entering the phone number followed by the #. Atthe prompt enter your
scratch cardpinnumber. Additional instructions arelistedoneach crewphone.

Follow these steps when calling using Iridium GoChat:

1. Connect the handset to the BDE.

2. Press the dedicated speed-dial button.

3. Typeinthecountrycode,followedbythephonenumber,thenthe#key.
4. Atthe promptenteryourscratch cardpin number.

For example:
country code + local phone number + #

Voice Calling Using Iridium Prepaid Platform (Iridium GoChat) and User
Supplied Phone

Ifausersupplied phonehasbeeninstalled withthe system, then thefollowing proceduremustbefollowedin
order to use the GoChat cards

1. Connect the user supplied handset to the BDE

2. DialtheLanguage ShortCodedesiredforthe GoChataudio prompts as perthetablebelowandpress #.
3. Typeinthecounty code, followedbythephonenumber,thenpressthe#key.

4. Attheprompt, enteryour GoChatscratchcard PINnumber.

For Example:
GoChat Language Short Code +#+country code+local phone number+#+PIN

“Short Code Language” Dial code then press #

Short Code Language Status

2881 English Implemented
2882 Tagalog Implemented
2883 Spanish Future release
2884 Portuguese Future release
2885 Greek Future release
2886 Russian Future release
2887 Ukrainian Future release
2888 English Implemented
2889 Japanese Implemented
2890 Mandarin Implemented
2891 Thai Future release
2892 Hindi Future release
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PIN Feature

The PIN feature is only available for a“Standard” line.

+ Todisable PIN, dial *70*<PIN>#

+ Toenable PIN, dial *71*<PIN>#

« Tochange PIN, dial *72*<old PIN>*<new PIN>*<new PIN>#

+ Tochange AND enable PIN, dial *73*o0ld PIN>*<new PIN>*<new PIN>#

IfPIN isenabled,ausermakingcallwillneed to enter PIN before other dialed digits; e.g.,
+ <PIN><phone number>#

Regardless ifPIN isenabled ornot, PIN is NEVER required for emergency calls and supplementary service code
(including PIN feature) dialing.

Call Barring (Blocking)

CallBarringissupportedto block allincomingorall outgoingcalls. A4-digitpasswordisused forall Call
Barring operations.

Outgoing Call Barring

Note: There is only one password for Standard and Supplemental Service (default password: 0000).

+ Activation:dial*33*<password>#

+ Deactivation: dial *34* <password> #

+ Check Status:dial *33#[A promptwill be playedindicatingif Outgoing call barringis enabled.]

Incoming Call Barring
+ Activation:dial*35*<password>#
+ Deactivation: dial *36* <password> #

+ Check Status:dial *35#[A promptwillbeplayedindicatingifIncomingcallbarring isenabled.]

Call Forwarding

Iridium Pilot supports Call Forward Unconditional, Call Forward Busy, Call Forward No Answer, and Call Forward
NotReachable. Thedefaultnumberfor call forwardingisthe Voice Mail number ofthe phoneline.

Call Forward Unconditional

Forward allincomingcallsto another number. All callswill be forwardedto theregisterednumber.

+ Register:dial*21*<number>#[Specifies thephonenumber forCallForward Unconditional.]
+ Activation: dial *21#
+ Deactivation: dial *22#

+ Check Status:dial*23#[Avoice promptwillbe played indicatingif CallForward Unconditionalis enabled
andthenumberthatisregisteredto forwardcalls.]
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Call Forward Busy

Forward incomingcallsifthephonelineis currentlyinacall.

+ Register: dial *67* <number> # [Specifies the phone number for Call Forward Busy]
+ Activation: dial *67#
+ Deactivation: dial *68#

+ Check Status:dial*69#[Avoice promptwillbeplayedindicatingifCallForward Busyisenabledandthe
numberthatisregisteredto forwardcalls.]

Call Forward No Answer
Forwardsincomingcallsifthephonelinedoes notanswerinaspecifiedamountoftime.
+ Register:dial*61*<number>*<timeout>#[Specifies thenumberand timeout(in seconds)for Call Forward

No Answer.Ifanincomingcallisnotansweredbytheunitin thetimespecified intheregistration,thecall
is forwarded .]

+ Activation: dial *61#
+ Deactivation: dial *62#

+ Check Status:dial *63#[Avoice promptwillbe played indicatingif CallForward No Answeris enabled and
thenumber thatisregisteredto forwardcalls.]

Call Forward Not Reachable
Forwardsincoming callsafternoresponseinreachingthelridiumPilotunit(e.g.,unitis turnedoff).

+ Register:dial *24*<number>#[Specifiesthenumberto forward toifthereisnoresponseinreaching
the unit.]

+ Activation: dial *25#

+ Deactivation: dial *26#

+ Check Status:dial *27#[Avoice promptwillbe playedindicatingif CallForward NotReachableis enabled
andthenumberthatisregisteredto forwardcalls.]

Call Forwarding Precedence

Call Forward Unconditional takes precedence, then Call Forward Busy, then Call Forward Not Reachable, then
Call ForwardNoAnswer.Whenastatuscheck commandissent, onlythehighestpriority active Call Forwarding
is reported back.

Cancelall callforwarding—Cancels anyandall types of callforwarding, includingsendingacalltoVoice Mail.

+ *002# - This command deactivates all call forwarding.

4: SYSTEM OPERATION
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Voice Mail

Ifyou havesubscribed toVoice Mail then youwill be notified that aVoice Mail iswaitingforyouin three
possible ways:

+ Interrupted “stuttering”dial tonewhenever theuser picksup the phoneto make an outgoingcall

+ Message Waiting LED onthe phone(if using the Iridium Standard Handset)

« OnIBSU Status Page (see Section 7, System Administration)

OneVoiceMailboxis provisionedforeachsubscriber line provisioned as a Standardline. NoVoice Mailbox is
provided foraCrewline.

ToaccessyourVoice Mailboxfrominsidethe system, auser can dial*86#. The user willbeableto access the
Voice Mail system to check and retrieve Voice Mail messages in the language setings of the subscriber line.
OnanlIridiumStandardHandset theusercan retrievethe Voice Mailby pressingthered Voice Mail
Notification button atthe bottom ofthe phone.

ToaccessyourVoice Mailbox fromoutsidethe system, dial your assigned phone numberand whenyouhear
yourgreeting, pressthe#button andthen enteryour password.When callingfromoutsidethe systemthe
Voice Mail systemwill defaulttoEnglish.

New Voice Mail Commands

1 - Listen to New messages 2 — Listen to Saved Messages
1-Replay 1-Replay
2-Save 2-Save
3-Delete 3-Delete
4-Skip to next message 4-Skip to next message
5-Date & Time info 5-Date & Time info
9-Previous Menu 9-Previous Menu

3 - Personal Options 9 — Disconnect

1-Administrative Options
1-Change voice mail password
9-Previous Menu
2-Personal Greetings
1-Record Personal Greetings
1-Listen, 2-Save, 3-ReRecord, 4-Delete
2-Change to Default Personal Greeting
3-Record your name, also used in Auto
Attendant Directory
1-Listen, 2-Save, 3-ReRecord, 4-Delete
9-Previous Menu
9-Previous Menu
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4.4 Firmware Upgrades

To upgradethesoftwareyouneed:

* AWindows®-based PC
+ Standard Ethernet cable

¢ Iridium Pilot Terminal Upgrade Tool executable software

Followthesestepstoupgradethesoftware:

1. ConnectPCto IridiumPilotdataportwithastandard Ethernetcable.

2. Openabrowserand verify connectivity withthelridiumPilotunitby navigatingto 192.168.0.1, whichis the
defaultlP addressassignedto all IridiumPilotunitsatthefactory. Ifthedefaulthas been changed, enter the
newl|Paddressoftheterminal.

3. IfyouseethelridiumPilotstatus webpage, proceed tostep4. Otherwise,youmay need toconfigure TCP/IP
propertiesinyourcomputer—pleasereferto Section4.12fordetailed instructions on computer setup.

4. DoubleclickthelridiumPilotUpgradetoolexecutable. Thefollowingwindowwillappear. Enterthe IP
addressofthelridiumPilotunit.

Figure 4.2

r Iridium OpenPort Terminal Upgrade Tool

5. Clickthe“Upgrade”button tostarttheupgradeprocess. The progress barwillmovefrom0Oto 100asthe
upgrade takes place. Once the upgrade process iscomplete, the message “Upgrade successful. Power cycle
unit’willappear.
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Figure 4.3

% Iridium OpenPort Terminal Upgrade Too

Microsoft product screenshot(s) reprinted with permission from Microsoft Corporation.

6. Turn the unit off for30 seconds andthenturniton again.

7. Toverifythatthenewsoftwareversionwasinstalled, connecttothelridiumPilotAdminwebpage (seestep
2), and click ‘diagnostics”. The software version is displayed on this page.
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Section V — TROUBLESHOOTING

5.0 Troubleshooting

Needtoisolateproblemto:

Therearethreemain sourcesofinformationfortroubleshooting:

1. The IBSU Status Web Pages (default address http//192.168.0.1)

ADE

BDE

Cable

AC Power Supply

Install Location (RF interference, physical obstruction)

Configuration (of ISU, IP network or provisioning)

2. BDE LEDs (also found on Status web page)
3. Site Survey Tool
4. AntennaUtility
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5.1 LED Troubleshooting Charts

GREEN RED
LED OFF GREEN T e AMBER RED FLASHING
power | Nopower Power Not Used Power Not Used Not Used
suppliedto suppliedto supplied
BDE BDE and BDE to BDE,
switched BDE
on.Power is switched off
being passed
to ADE.
status Not Used Idle: Active: Voice Not Used System BDE cannot
connectedto | ordata Unavailable communicate
the Iridium is being with ADE
network but | transferred —check
no traffic to/ from the connections.
Iridium
network
signal | Not Used Strong Not Used Weak No network Not Used
network network signal
signal signal detected.
detected detected
GPS Not Used GPS signal Not Used Not Used No GPS signal | Not Used
available to
ADE
data Dataportnot | Dataport Flashing when | Access to SIM problem Not Used
provisioned. | provisioned datacall in network
for use. progress denied -
see Web
Page for
voice 1 | Voice Voiceportl | Incomingcall [ Accessto SIM problem Not Used
portlnot provisioned (ringing) or network
provisioned. | for use. callin denied -
*Orhandset progress. see Web
offhook. Page for
voice 2 | Voice Voiceport2 | Incomingcall | Access to SIM problem | Not Used
port2not provisioned (ringing) or network
provisioned. | for use. callin denied -
*Or handset progress. see Web
offhook. Page for
voice 3 | Voice Voiceport3 Incoming call [ Access to SIM problem Not Used
port3not provisioned (ringing) or network
provisioned. | for use. callin denied -
*Or handset progress. see Web
offhook. Page for

*TheBDE does notknowwhatservicesare provisioneduntilithas connectedtothe networksothis LED will be
offatinitial power up.
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Suggested actions forthefollowingfaultconditions:

LED

power

COLOR
Off

REASON
No powersuppliedtoBDE

SUGGESTED ACTION

Getaqualified personto checkthe power
being supplied totheBDE. ltshouldbe
between 11-32VDC attheinputtothe BDE
and capableofprovidingup to50W.

power

Amber

Power supplied to BDE, BDE
switched off

RemovetheSIMcoverandensurethatthe
on/off switchisinthe on position. When this
switchintheonpositiontheLED shouldbe
green.lIftheswitchison and this LED remains
amber then callyourserviceproviderfor
assistance.

status

Red Flashing

BDE cannot communicate with
ADE -check connections.

Getaqualified personto checkthe
connection between the BDE and ADE, this
should include the connections at the BDE
and ADEand theentirecablebetween them.

signal

Red

No network signaldetected.

Itis valid for this LED to go red for short
periods oftime butitshould not remain

red. Ifitremains red itimplies that there
isaproblemwith theequipment. Please
callyourserviceproviderandreportallthe
informationyoucanseeonthewebpages as
well asthe LED colors.

GPS

Red

No GPS signal

Youmay bein anareawhereaGPSsignal
cannotbereceived,ifthevesselmovesand
theproblempersiststhencontactyour
service provider and report that internal GPS
has failed.

data

Amber

Access to network denied - see
Web Page for details.

Accesstothelridiumnetworkhas been
denied,thereareanumberofreasonsforthis
below for details (see Access Denied table,
page 9.3).

data

Red

SIM problem

Check SIM inserted correctly and SIM lock on
SIMholder pushed across. Check youhave a
valid Iridium Pilot SIM.

voice

Amber

Access to network denied - see
Web Page for details.

Accesstothelridiumnetworkhas been
denied,thereareanumber ofreasonsforthis
below for details (see Access Denied table,
page 9.3).

voice

Red

SIM problem

Check SIM inserted correctly and SIM lock on
SIMholder pushed across. Check youhave a

valid Iridium Pilot SIM.
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Power Diagnosis
Check power (mulimeter may be useful)

+ BDE power LED should be amber when BDE switched OFF but power supplied. If notcheck power supply
inputto BDEis between 100/240VACinto ACPSUwhichin turnshouldbe providing 24VDC or between
11VDC and 32VDC ifusing DC supply.

+ WhenBDEisswitchedonpower LEDshouldgogreen.Ifitdoesn’tthentheinternal power circuitryofthe
BDE isbroken,replace BDE. *initial start-up LED will beamberwhichindicates powerto theunitjustnot
switched ‘on”.

Note: Ifthepower LEDisamberitmeans somepoweris being providedto the BDE, butnotnecessarily
enough.Avoltmeter canbeused to check this.

ADE/BDE Communications
Aflashingredstatus lightindicates the BDEis unableto communicatewiththe ADE.
1. Disconnect both ends ofthe ADE/BDE cable and test with an Ethernet cable tester.

+ Anadaptorcableisrequiredto convertthe ADEcableend to aRJ45foreasiertesting. Thismay needto be
built.

.Inspect cable for damage. Frayed or spliced cables should be replaced.
.Inspect ADE and BDE ports for damage.

. Disconnectpowerandtestinputlevels.

g s W N

. Forreplacement,ifcabletests OKinstep 1theninvestigatethe BDEfirstandthenthe ADEforpossible
issues. Retest setup after each component has been swapped.

Signal Strength
Checksignal strength LED orthe signalstrengthindicator on the status webpage.
Make avoiceordatacallfromthelridiumPilotunittodouble check.

Observe the signal LED status over time. Does the LED change color frequently? Is there a pattern? Is the signal
LED red forlongerthan 5to 10 minutes?

It could bethattheinstalllocationsuffers fromintense RF interference or physicalobstructionswithinlineof
sighttothesky.

Site Survey Tool

+ SiteSurvey Tool-ThisapplicationputsthelridiumPilotunitinto atestmodeandthen proceedsto record
the noise level on all possible channels.

+ Needs to run ona Windows PC on the same subnet as the ISU (i.e. 192.168.0 .xxx)
+ Copytheexeanddllto afolderyoucreateonthe PCdesktop,itwill storetheresultsinthesamedirectory.
* Browse to directory and select SurveyToolexe to run.

« Theprogramneedsto knowthelridiumPilotIPaddress,youwillbeableto selectthedefaultiPaddress or
enter an alternative.

+ Oncethesurveybegins,graphdatawillbegintopopulate. Thereare251channelsto testsoitcantake
several minutes.

Note: If you do notstop or allow the survey tool to complete, the Iridium Pilot unit will be leftin test mode.
Youneed to power cycle the unitto force it out of test mode.
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+ Oncethetestisstopped,clickonFile->SaveAsto createa.csvfileofthedata. Thisoutput.csvfilecan then

be analyzed and interpreted by Iridium.

+ Thesurveywillrecordthemaxandmean forthereceivedsignal strengthindicator(RSSI) thatit“hears.”ltwill
dothisoneachchannel across all7antennaelements.

+ SpikesintheresultinggraphindicatechannelsunavailabletolridiumPilotdueto other sourcestransmitting
on them. The more spikes, the more RF interference present.

Access Denied

Denial ofaccesswillbeindicated by thevoiceand dataLEDs onthe BDEilluminating Amber. Accesstothe
Iridiumnetwork may bedenied foranumberofreasons. Thefollowingitems containinformationthatyoumay
be asked to providewhencontactingyour service provider.

REASON ‘ SUGGESTED ACTION

TMSI invalid Unitwillautomatically try to accessthenetwork
using the IMSI.
IMSI invalid Call service provider.

Authentication Failure

Check SIM status on Status web page, check using a
valid SIM card. If all ok call service provider.

IMEI Blacklisted

Call service provider

Indeterminable Location

Check GPS LED onBDE. If LED isgreen, check GPS
status onweb page. Contact Service Provider with
thisinformationanddenialinformation.

Restricted Area

Waituntilmoveintodifferentgeographical area

Antenna Utility (Available in versions AO12001 and higher)

TheAntennautility allows youto effectivelytroubleshootandidentify antennashad owing orinterference

problems.

TheAntennautility requires Admin login. Youmustloginas Adminfromthe DiagnosticspageoftheIBSU GUI

inordertoseethe Antennaarray(seeFigure 3.6).
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Section VI — APPENDICES

Appendix A — Regulatory

FCC Declaration for9701

Thisequipmenthasbeen tested andfoundto comply withthelimits foraClass Bdigitaldevice, pursuant
to Part150fthe FCCRules.Theselimits are designedtoprovide reasonable protectionagain stharmful
interference in a residential installation .

Thisequipmentgenerates, uses andcanradiateradiofrequency energyand ,ifnotinstalled and usedin
accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guaranteethatinterferencewillnotoccurinaparticularinstallation.

Ifthis equipmentdoes cause harmfulinterferencetoradioortelevisionreception,whichcan bedetermined by
turning the equipment Off and On, the user is encouraged to try to correctthe interference by one ormore of
the following measures:

+ Reorient orrelocate the receiving antenna.

* Increase the separation between the equipment and receiver.

+ Connectthe equipmentinto an outlet on a circuit differentfrom that to which the receiveris connected.

+ Consultthedealeroranexperiencedradio/TVtechnician forhelp.

S30IAN3ddV 9

Modifications tothis device notexpresslyapprovedby Iridium Satellite LLC may voidauthoritygrantedunder
therules ofthe FederalCommunications Commissiontooperatethisdevice.

Industry Canada
This product is compliant with Industry Canada RSS-102 for RF Exposure.

The9701 BDE isaClass B digital apparatus and complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme ala norme NMB-003 du Canada.
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FCC Declaration of Conformity

Declaration of Conformity

Onbehalf offidum Communication hcorporated, | declare under penalty ofperjury that the
folowing device compiles with the requrements ofthe Unied States Federal Communicatio n
Commission pertainig 10 a personal computer peripheral device:

Ldentification: fdium Broadband Terminal, Below Decks Equipment, Model 9701

Compliance Statement: This device complies with Part 5 ofthe FCC Rules. Operation issubject
to the following two conditions: ()this device may not cause harmful interference, and (2
this device must accept any nterference receivedjintdygference that may cause undesired

operation.

Responsible Party: Fidium Communication hc.
750 Tysons Boulevard, Suite 400

Mclean, VA 22D2
USA

Telephone 1703.287.7400

D.mi .1QJQI  1o)) o N

1]
- ermonPon
Oc.1 0\3 Vicd Mesident, Technology
| Iridim Communlcations hc.
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EU Declaration of Conformity
- n

[RIDIUM Model Dcclallltlon of Conformity
Model 9801Broadband Terminal

Declaration of Confonnity -EC Directive

This b t0 Certify that the following equipmentcomplies with all relevant Essential Healh and
Sal'ty Requirements ofthe Radio and Telecommunications Tertnl,1 EquipmentDirective
1999/C and{twL<JW Voltage Directive 73/2C asamended by 93168/EC.

Equipment description Iridium Model 9601,Broadband Terminal, bQie Deck$ Equipment
Serial numbers tested 900A0K.900AOL, 900AOM, 900AON, gooAOP

Manufacturer Celestica, Johar Senai, Malaysla.

bsue date 15th August 2008

Thefollwing harmonized standards were appliedto the designofthe handset;

Low Voltage Directive TestReport Report D ate
EN 8095012002 SU366418725 15" August 2008
R&TTE Directive « EM( Test Report Report Date
EN 30148920V1.2.1 EU2780/8579 13 May 2008
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(8002-11) &
EN 609452002

R&TTE Directive *Radl T68t Report Ref)ort Date
EN 301 441V1il RU1427/8509 2"°J1,1ne2008
(2000-06) RUI496/8759 3rd Sept 2008

The Test Report References above are test reports prepared by TRL Compliance Ltd, Moss Vfew, Nip
Lane, Up Holand, West Lancasnlre, WN89PV ,UK

Accreditaion references: TRL ¢« UKAS 0728 and BSI FS 21$95

The project master file, which conlalns orreferences allnecessary de>Climents t0 makeupa'technical file
la retained by tidum satellte, LLC

The Model9801Certification kdel?endentonthe following criteria:
1 The Model 9801 & hstalled and used as described h Model 9801 User Guide

2 TheModel9801 & only usedwith Model 9701 Below Decks Equipment (BOE)

3 TheModel98011;1 manufactured byCelestic:a oranequivalentcompetent nanufcturer adopting the
same process WHtt equivalentquality Bels.
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Appendix B — Specifications

| RF PERFORMANCE

Frequency of Operation TX 1616 to 1626.0 MHz

RX 1616 to 16265 MHz
Channelization FDMA spacing 41,67 KHz

TDMA Timing 8.3mSslotina90mSwindow

Channels available

64 channels

Maximum ERIP 1 ch (voice) 6.3 watts average power
64ch (maxdatarate) 12.6 watts average power
Modulation Voice/Data QPSK
Antenna Type 6dual elementazimuthal
array and 1zenithelement,
electronically switched and phase
steered
Polarization RHCP
Maximum Gain +8 dBi
Beam Width Hemispheric coverage (60° per
element)
Steering Automatic solid state
Coverage Horizonto horizon
Roll Motion providesusefullinkmarginup to

roll=20°

Maximum Turn Rate

90° /second

Main Power (AC)

Voltage

POWER REQUIREMENTS

100 -240 VAC

Frequency

50/60 Hz

Output Power

100 W (24 volts @ 4.2 Amps max)

DCinput(powermodule)

DC Input Voltage

1110 32 VDC

Power In Standby 18 Watts
Power During Call 22 Watts
Power During Data 31 Watts

Iidium Pilot User Manual
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ENVIROMENTAL SPECS

ADE (Above Deck Equipment) Enclosure Type RF-transparent dome-shaped
cover and metal base
Temperature Range -30 to +70 deg. Celsius
Relative Humidity Oto 93% RH
Enclosure Rating meets IP56 (high pressure
water jets)
Wind inexcessof100mph with proper
mounting (see Installation Guide)
BDE (Below Deck Equipment) Enclosure Rating IP33 compliant (use inside
controlled environment)
Temperature Range Oto +50deg.Celsius
ADE Diameter 57.0 cm
Height 20.0 cm
Weight 125 kg
Mounting M10boltsarrangedinal5cm
diameterboltcircle
BDE Length 250 cm
Width 19.0 cm
Height 55 c¢m
Weight 1.35 kg
Mounting Indoor,flat, vertical wall(supports
BDE weight)
Power Module Length 140 cm
Width 59 cm
Height 35c¢cm
Weight <0.51b
Interconnect Cable Length (1) 20m
Length (2) 50 m(optional)
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| USER INTERFACES

ADE BDE Connector Bulgin Buccaneer IP68 (9-pole
fixed plug)
BDE SIM Card Furnished by Iridium Service
Provider
Data 10 baseT
Voice 1 RJ-11 (2 wire) / POTS
Voice 2 RJ-11 (2 wire) / POTS
Voice 3 RJ-11 (2 wire) / POTS

ADE Connector

RJ-45 (proprietary)

Iidium Pilot User Manual
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Appendix C- Terms and Conditions, Limited Warranty (including Exclusions and
Limitations), Software License and Claim Process

Iridium Pilot® Products
Terms and Conditions

All sales by Iridium of Iridium Pilot subscriber products (Above Deck Equipment, Below Deck Equipment, and
Power Supply) (collectively the “Product’) and accessories (i.e. cables, captain and crew handsets, mounts)
(*Accessories”) are subject to and conditoned upon the Purchaser's acceptance ofthese Terms and Conditions.
Iridiumobjects to any additional or different terms containedin any documentation used or submitted by
buyerunless expressly acceptedinwritingby Iridium. Ifany provisionofthese Terms and Conditionsisfound
invalidunderapplicablelaworcourtorder,all other provisionsshallbeunaffected andremainindependently
bindingandvalid. Theprovisionsinthese Termsand Conditionssupersedeanycontrary provisionsinother
Iridiumdocuments,including/ridium OpenPort Product Limited Warranty Policy.

1. IRIDIUM PILOT LIMITED WARRANTY

Iridiumwarrants only thatthe Product, notincluding Accessories, shallbefreefromdefectsinmaterialsand
workmanshipforaperiodofsixty (60) months(five(5)years)fromthedateofsaletotheend-user. Iridium
PilotAccessories shallbe coveredby this Limited Warranty fortwelve (12)months (one (1) year). Iridiumdoes
notauthorize any persontoassume orcreate foritany otherobligation orliability in connection with any
Product or Accessories.

IRIDIUM MAKES NO OTHER WARRANTY OR GUARANTEE, EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITA-
TION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FORAPARTICULAR PURPOSE, NON-INFRINGEMENT,
SATISFACTORY QUALITY, NON-INTERFERENCE, ACCURACY OF INFORMATIONAL CONTENT, ORARISING

FROM A COURSE OF DEALING, LAW,USAGE, OR TRADE PRACTICE. IN NO EVENT SHALL IRIDIUM BE LIABLE
FOR SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE
PRODUCT OR ACCESSORIES, OR FOR ANY INDEMNIFICATION OF PURCHASER ON ACCOUNT OF ANY CLAIM
ASSERTED AGAINST PURCHASER, OR FORANY OTHER DAMAGE OF ANY KIND, WHETHER DIRECTLY OR INDI-
RECTLY RELATED TOTHE PRODUCT, ACCESSORIES ORIRIDIUM'S SERVICE. TOTHE EXTENT THATANY IMPLIED
WARRANTY CANNOT BE DISCLAIMED, SUCH WARRANTY SHALL BE LIMITED IN DURATION TO THE EXPRESS
LIMTED WARRANTY PERIOD. THIS WARRANTY IS MADE BY IRIDIUM TO THE PURCHASER OF THE PRODUCT
AND ACCESSORIES ONLY,AND IT IS NOT ASSIGNABLE OR TRANSFERABLE BY THE PURCHASER. TO THE EXTENT
PERMITTED BY LAW,THIS IS IRIDIUM'S SOLE AND COMPLETE WARRANTY FORTHE PRODUCT AND ACCESSO-
RIES. THIS WARRANTY COVERS PRODUCT AND ACCESSORIES ONLY. IRIDIUM MAKES NO WARRANTY AS TO
COVERAGE, AVAILABILITY, OR GRADE OF SERVICE PROVIDED BY IRIDIUM SEPARATELY FORIRIDIUM SATELLITE
SERVICES. I[RIDIUM ASSUMES NO OBLIGATION OR LIABILITY FOR ADDITIONS OR MODIFICATIONS TOTHIS
WARRANTY UNLESS MADE IN WRITING AND SIGNED BY AN OFFICER OF IRIDIUM.

This Product and Accessories is covered only by the LIMITED WARRANTY as stated above. To the extent
permitted by applicable law, Iridiumspecifically disclaims any other warrantyterms, liabilities, or obligations
which may beimplicated bysaleor purchaseofthe Productor Accessories outside ofthe United States.
Except as specified inthis LIMITED WARRANTY, Products and Accessories are provided “AS IS

If you acquired this Product and Accessories in Australia orin New Zealand, this Product and Accessories come
with guaranteesthatcannotbeexcluded underthe Australian Consumer Lawor similar legislationin New
Zealand.Thebenefitstoaconsumer givenbythewarranty areinadditionto otherrightsand remediesofa
consumerunderalawin relation tothegoodsor servicesto whichthewarrantyrelates. Notwithstandingother
expressterms andotherlimitationsofthis Limited Warranty (which other expressterms and other limitations
are negated by this paragraph, but only to the extentinconsistentwith this paragraph,and willnotbe applied
tolimitconsumer rightsunder suchguarantees), where such guaranteesoperate, consumersareentitled to
areplacementorarefund foramajorfailure ofthis Productand Accessoriesandfor compensationforany
other reasonably foreseeable loss or damage. Where such guarantees operate, consumers are also entited to

Iidium Pilot User Manual

S30IAN3ddV 9



6: APPENDICES

havethis Productand Accessories repairedorreplaced ifthisProductand Accessories failtobe ofacceptable
guality and thefailuredoes notamountto amajorfailure. Pleasefollowtheinstructions asto useandreport
problems promptly: problems causedby usethatisabnormal orcontraryto instructionswillgenerallynotbe
covered.Youshould contactyour Productand Accessoriesproviderinrelation toproblems with the Product
and Accessories and Iridium will assist your Product and Accessories provider to resolve them.

2. EXCLUSIONS
A. Product and Accessories Conditions Not Covered By The LIMTED WARRANTY inSection 1above:

1. ProductorAccessoriesdamage causedby theuseofequipmentnotfurnished by Iridium,including
accessories, power supplies and peripherals.

2. Failures caused by incompatibility of Iridium Productor Accessories usedinacombination with equipment
notfurnishedby Iridium.

3. Damage to any equipmentnotfurnished by Iridium.

4. Defectsordamageresultingfromuseofthe Productor Accessoriesinany manner notinaccordancewith
the User Manual or Installation Guide.

5. Damages resulting from accident or neglect, including but not limited to droppingthe Product or
Accessories on hard surfaces, submersion in water, improper testing, operaton, maintenance, installation,

adjustment,oranyalterationormodificationofanykind,includingspliced orimproperly terminatedcables.

6. Scratches orother damage to surfaces orthe appearance of externally exposed parts caused by
Purchaser’s use.

B. The LIMTED WARRANTY in Section 1ofthese Terms and Conditions is VOID upon the following:

1. Productintegration, installation,maintenance, orserviceinany manner otherthaninaccordancewiththe
Iridiuminstallationand user documentationfurnished with orapplicableto the Productor Accessories.

2. Useofancillary equipmentnotfurnishedbylridiumwhichdamages IridiumProductor Accessories.

3. Product orAccessories disassembly, opening, or repair performed by anyone other than an
Iridium Authorized Repair Center.

4. Removal, alteration, or obliteration ofserial numbers ordatetags.

o

Failureto comply with these Terms and Conditions, including Limitationsand Conditions of Usein
Section 4 below.

3. LIMITED WARRANTY CLAIMS — PURCHASER REMEDIES

At its sole discretion, Iridium shall, at no charge to Purchaser, either repair or replace the Product or Accessories,
orrefund the purchase price of aProduct or Accessories that doesnotconform to this LIMITED WARRANTY,
providedthatthe Productor Accessories is returnedinaccordance withtheinstructionssetforth belowand
within the LIMITED WARRANTY period set forth in Section 1 above. Repair may include the replacement of parts
and/orcomponentswithfunctionally equivalent,reconditioned, or new parts and/or components. Productor
Accessoriesthatisrepairedorreplacedinaccord ance withtheseTerms and Conditionswillbe coveredbythe
LIMTED WARRANTY forthe balance of the original warranty period, orsix (6) months, whichever islonger.

A returned Product orAccessories for which a replacement has been provided shall become Iridium's property.

To the extent permitted by applicable law, the remedies under these Terms and Conditons are Purchaser's
soleand exclusive remedies. IN NO EVENT SHALL IRIDIUM, INCLUDING ITSLICENSORS AND/OR SUPPLIERS,
BE LIABLE FORANY AMOUNT INEXCESS OF THE PURCHASE PRICE OF THE PRODUCT OR ACCESSORIES, OR
FOR ANY LOSS OF USE, LOSS OF TIME, INCONVENIENCE, COMMERCIAL LOSS, LOST PROFITS OR SAVINGS, OR
OTHER INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF OR RELATING TO THE USE OR
INABILITY TO USE SUCH PRODUCT REGARDLESS OFNOTICE OF SUCH LOSS.

Iidium Pilot User Manual
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For warranty claims, questions, repairs, service orforthe return of Product or Accessories, contact the

Iridium Service Provider orPoint-of-Sale. Products and Accessories needing service should be returned to
the Purchaser’s Service Provider orPoint-of-Sale. Purchaser's Service Provider will coordinate warranty service
with Iridiumto facilitaterepairorreplacementofthe ProductorAccessories. All Productsand Accessories
shippedto Iridium’s authorized Global Warranty Center(s)mustbeshipped withfreightandinsurancepre-
paid. ProductsandAccessoriesreturnedto Iridiummustbeaccompanied by acopy ofthe Return Material
Authorization (RMA),andtheRMAnumberreferenced ontheoutside ofthe box.

Product and Accessories that are repaired orreplaced under the LIMTED WARRANTY shall be returned to
Purchaser atlridium's expense for the freight and insurance, and at Purchaser's expense for any applicable
dutiesorothercharges. Ifyouareaconsumerentitledto return the Productunder statutoryguarantee, at
yourrequestlridiumwillreimbursereasonable shippingcostsincurredby you.

4. LIMITATIONS AND CONDITIONS OF USE

In the United States, and subject to availability, emergency calls using 911 or112 emergency systems, are
routed to emergency call centers forresponse. OUTSIDE OF THE UNTIED STATES, EMERGENCY ACCESS
NUMBERS SUCH AS 911, 112, AND/OR 999, ARE UNAVAILABLE ON THE IRIDIUM NETWORK AND MOBILE
SATELLITE SERVICE. Iridium also does notcurrently support enhanced 911 or 112 services and does not
provideinformationto emergency call centerstoidentify callers’locations.

Purchaserandallusersofthe Productand Accessories, including butnotlimited tothe use ofthe Iridiumphone
services, in conjunction with 911, 112, orany other emergency or distress call services, both public and privately
operated,acknowled ge and agree as acondition ofthe provision of Iridium phone service thattheywillmake no
claimincontract, tort,orotherwise, againstiridiumforanydamages, bodilyinjury, loss oflife, orany otherloss
arising from unavailability, delay, fauliness, orfailures ofthe Iridium facilities, service, Product orAccessories,
includinginaccuracieswithregardtoanyuserinformation. UsersdisclaimanyliabilityagainstIridiumarising from
Iridium’s service in exchange for the provision oflridium’s phone service through its Products and Accessories.

As partofprovidingits service, Iridiummay discloseuserinformation,includingbutnotlimited to name,
address, telephone number and location information, including, where available, the geographic coordinates
of equipment, to governmental and quasi-governmental agencies where Iridium deems itnecessary in its sole
discretion to respond to exigent circumstances oras required by law. Governmental and quasi-govern men tal
agencies shall also be deemed ‘“users” for all purposes of this provision and these Terms and Conditions.

Purchaser shall only use the Products and Accessories in connection with service on the Iridium satellite network
using airime purchased from Purchaser’'s Iridium Service Provider. Terms and conditions for use of the Iridium
system and network airtime are provided separately by Purchaser's Service Provider. Iridium orPurchaser’s
ServiceProvidermay fromtimeto timechange or establishad ditionalterms and conditions. Iridiumwill
attemptto reasonablyprovide Purchaser withnotice of changesinterms and conditions. Alltermsand
conditionswillbe effective asofthedatesuch changesare made available publicly,and Purchaser’s use ofthe
Product orAccessories after such date shall constitute acceptance of new and/or modified terms and conditions.

TheProductand Accessoriesmustnotbeused inconnection with any third-party devices, includingbutnot
limted to computers, cameras, batteries, GPS devices, recorders or other devices which alter the format of
information sentorreceivedbytheProductor Accessories, exceptto theextentthatlridiumhastested those
devicesand certified thattheirusewillhavenoadverseeffecton thelridiumsatellitenetwork. Alldevices
approved by Iridiumwill beadvertised and labeled as Certified by Iridium. Onlysuch*“Iridium-Approved
Devices” may be used with the Productand Accessoriesandwiththelridiumsystem.

Modification,reverse-engineering, orany attempttoreverse-engineerthe Productor Accessories, any component
ofany Productor Accessoriesorthe mannerinwhichthe ProductorAccessoriesconnects to,sends information o,
receivesinformationfrom, orotherwiseinteractswiththe lridiumsystemis strictly prohibited, willvoidthe LIMITED
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WARRANTY under Section 1ofthese Terms and Conditions, and may result in legal action by Iridium.
5. INDEMNITY

Purchaser agrees to defend, indemnify and hold Iridium and its Service Provider harmless with respect to

any claimsoractions by anygovernmental entities or otherthird parties related to anyviolation oflawwith
use ofthe Product or Accessories, misuse ofthe Product or Accessories under these Terms and Conditions,
oranyotherviolation ofthese Termsand Conditionsandfurtheragreestopayallcosts, damages, fines and
otheramountsincurredby Iridium,oronlridium’s behalf,in thedefenseofanysuchclaims oractions. Airtime
charges remain applicable forany and all misuse ofthe Product orAccessories.

Failureto comply withthese Terms and Conditions, includingLimitations and ConditionsofUse, willvoidthe
LIMTED WARRANTY and Iridium reserves the rightto terminate Iridium's service at any time.

6. SOFTWARE LICENSE

The following terms govern Purchasers access and use of the Iridium or Iridium-supplied software (“Soft-
ware”) contained onthe Product orAccessories.

License. Conditioned uponcompliancewiththese TermsandConditions, Iridiumgrantsto Purchasera
nonexclusive and nontransferable license to use for Purchaser's internal purposes the Sofware and the
Documentation. “Documentation” means writteninformation (whether contained inuser ortechnical
manuals, training materials, specificatons or otherwise) pertaining to the Software and made available by
Iridiumwith the Softwarein anymanner. Purchaser shallusethe Softwaresolelyas embedded in(or, if
downloaded, as providedviadownload), forexecution on,andforcommunication viathelridiumnetwork.

No otherlicenses aregranted byimplication, estoppel or otherwise.

General Limitations. This is alicense, not a transfer oftitle, to the Software and Documentation, and
Iridium retains ownership of all copies ofthe Sofware and Documentation. Purchaser acknowledges that
the Software and Documentationcontaintrade secrets ofIridiumorits suppliers orlicensors, including but
notlimited to thespecificinternal designandstructure ofindividual programs and associated interface
information. Except as otherwise expressly provided under the Agreement, Purchaser shall have no right,
and Purchaser specifically agrees notto:

i. transfer,assignorsublicenseits licenserights to any other personorentity (otherthanincompliancewith
any Iridiumrelicensing/transfer policy then inforce), or use the Software onunauthorized or secondhand
Iridium equipment, and Purchaser acknowledges that any attempted transfer, assignment, sublicense or
use shall be void;

ii. make errorcorrectionstoorotherwisemodifyoradaptthe Softwareorcreatederivativeworks based upon
the Software,or permitthird parties to do thesame;

iii. reverse engineer or decompile, decrypt, disassemble or otherwise reduce the Software to human-readable
form,exceptto theextentotherwise expressly permittedunder applicable lawnotwithstanding this

restriction;

iv. useorpermitthe Softwareto beonaservicebureauortimesharingbasis orotherwise, withouttheexpress
written authorizationoflridium;ordisclose, provide, or otherwise make availabletrade secrets contained
within the Software and Documentation in any form to any third party without the priorwritten consent of
Iridium. Purchaser shall implement reasonable security measures to protect such trade secrets.

Totheextentrequired by law,andatPurchaser’s written request, Iridiumshall provide Purchaserwiththe
interfaceinformationneeded toachieveinteroperabilitybetween the Softwareand anotherindependently
created program,onpaymentoflridium’s applicablefee,ifany. Purchaser shallobservestrictobligations
ofconfidentiality withrespectto suchinformationandshall usesuchinformation incompliancewith any
applicableterms andconditions uponwhichIridiummakes such informationavailable.
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Software, Upgrades and Additional Copies. For purposes ofthe Agreement, “Software” shall include
(andthetermsand conditions ofthe Agreementshall apply to)computer programs, includingfirmware, as
providedtoPurchaserby Iridiumoranauthorized Iridiumreseller,andanyupgrades, updates, bug fixes or
modified versionsthereto (collectively,”Upgrades”)orbackup copies ofanyoftheforegoing.

NOTWITHSTANDING ANY OTHER PROVISION OF THESE TERMS AND CONDITIONS: (1)UNLESS AUTHORIZED BY
IRIDIUM, PURCHASER HAS NO LICENSE OR RIGHT TO MAKE OR USE ANY ADDITIONAL COPIES OR UPGRADES.
IRIDUM MAY MAKE SOFTWARE AVAILABLE BASED ON ADDITIONAL TERMS; (2) USE OF UPGRADES IS LIMITED
TOIRIDIUM PRODUCTS AND ACCESSORIES FORWHICH PURCHASER IS THE ORIGINAL END USER, PURCHASER
OR LESSEE OR OTHERWISE HOLDS A VALID LICENSE TOUSE THE SOFTWARE WHICH IS BEING UPGRADED; AND
(3) THE MAKING AND USE OF ADDITIONAL COPIES IS LIMITED TO NECESSARY BACKUP PURPOSES ONLY.

Proprietary Notices. Purchaser agrees to maintain and reproduce all copyright and other proprietary
noticesonallcopies,inanyform,ofthe Softwareinthesameformand mannerthatsuch copyrightand
other proprietary notices are included on the Software. Except as expressly authorized in these Terms and
Conditions, Purchaser shallnotmakeanycopies orduplicates ofany Softwarewithoutthe prior written
permission of Iridium.

Term and Termination. These TermsandConditions andthelicensegranted herein shallremain effective
untilterminated. Purchaser may terminatethese Terms and Conditionsandthelicenseatanytime by
destroying all copies of Software and any Documentation. Purchaser's rights under these Terms and
Conditionswillterminateimmediately withoutnoticefromIridiumifPurchaserfailstocomply withany
provision ofthese Terms and Conditions. Upon termination, Purchaser shall destroy all copies of Software and
Documentation inits possessionorcontrol. All confidentiality obligations of Purchaserandall limitationsof
liability anddisclaimers andrestrictions of warranty shall survive termination ofthisAgreement.

Export, Re-Export, Transfer and Use Controls. The Software, Documentation and technology or direct
productsthereof(hereafterreferred toas Softwareand Technology), suppliedby Iridiumunderthese
Termsand Conditions aresubjectto exportcontrolsunderthelaws andregulations ofthe United States
(US.). Purchaser shall comply with such laws and regulations governing export, re-export, transfer and
useoflridium Softwareand Technologyand willobtain allrequiredU.S.and local authorizations, permits,
orlicenses. IridiumandPurchasereachagreetoprovidetheotherinformation, supportdocuments, and
assistance as may reasonably be required by the other in connection with securing authorizations or licenses.

U.S. Government End User Purchasers. The Software and Documentation qualify as “commercialitems,”
as that term is defined at Federal Acquision Regulaton (‘FAR”) (48 CFR.) 2101, consisting of “‘commercial
computer sofware” and “commercial computer software documentation” as such terms are used in FAR
12.212. Consistent with FAR 12.212 and DoD FAR Supp. 227.7202-1 through 227.7202-4, and, notwithstanding
anyother FARorothercontractual clauseto thecontrary in any agreementintowhichthese Terms and
Conditionsmay beincorporated, Purchasermay provideto Governmentenduser or,ifthesaleisdirect,
Governmentend userwillacquirethe Softwareand Documentationwith only thoserightssetforthinthese
Termsand Conditions. Useofeitherthe Softwareor Documentationorboth constitutes agreementbythe
Governmentthatthe Softwareand Documentationare “commercialcomputer software”and“commercial
computer softwaredocumentation,” and constitutes acceptance oftherights andrestrictionsherein.
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Iridium Pilot Product and Accessories
Warranty Claim Process

1. Overview

This Policy is designed to offer Iridium Pilot customers, through their Iridium Service Provider (ISP or
Service Provider),asimpleand expeditious supportsolutionforthelridiumPilotProductand Accessories.
Customers and Dealers are encouraged to contact their Service Provider for Product support.

Iridium offers multiple solutions for warranty repairs; Standard Return Material Authorization (RMA) and the
Global Service Program (GSP).

The Standard RMA requires Iridiumto receivethereturned Productor Accessoriesbeforeshipping
replacement Product or Accessories. If defective Product orAccessories issued under RMA isnotreceived
atthelridiumGlobal Warranty Center,per RMA, withinfour (4) months fromRMAissuance,the RMAwill be
cancelled. In the event the defective Product or Accessories still requires return, anew RMA request and
issuance must be issued.

An RMA through the GSP requires the Iridium designated field service provider to perform the warranty
replacement and RMA process.

2.RMA through the Iridium Global Service Program

Iridiumofferswarranty replacementforIridiumPilotProducts or AccessoriesviathelridiumGlobal Service
Program (GSP). The GSP employs full-ime technicians trained on Iridium Pilot and marine electronics. This
serviceisavailable24hours aday andcanbearranged by contactingyour Service Provider. Use ofthe GSP
forwarranty repair/replacementisatthediscretionof Iridiumwith authorizationfromthe Service Provider.

TheGSPtechnicianwillconductall troubleshooting, remove and/orreplaceand RMAactivities onbehalfof
the Service Provider.

GSPwarranty supportandservices areprovided atnocost, tothe Service Provider or customer,inthe
portsidentified as partofthelridiumGlobal Service Program. Warranty supportin locationsoutside

the GSP network is available upon request. Additional charges may apply for out-of-network GSP activities.
Additionally,chargesmay apply for GSPactivities inwhichIridiumdeems the Productand/or Accessory tobe
outofwarranty.

3. Limited Warranty Categories

Forwarranty repairs, Productor Accessories mustbereturnedwithacopy ofthelridiumissued RMAform.
Iridium, atits option, shallatnochargetoPurchaser either,repair, replace, orrefundthewholesale purchase
priceofall Products or Accessoriesthatdonotconformtothe/ridium Pilot Products Termsand Conditions.

IfaProductorAccessoriessoldby Iridiumisfoundto befaulty within thefirstonehundredtwenty (120)days
ofuse,itis considered to bean out-of-the-boxfailure. As such,the customer should contacttheir Service
Providerto coordinatean RMA. The Service Providerwillberesponsibleforall freightcharges related to
returning theunitforrepairunderwarranty. Claimmustbemadewithin sixty (60) days ofequipmentfailure.
Out-of-the-box failures will be replaced with new Product(s) orAccessories.

ProductsorAccessoriesreturned underwarranty thataregreaterthanonehundredtwenty (120)days old
fromdateoffirstuse and withinthe warrantyperiod, withproofof sale,may bereplaced withfactory refur-
bished Product(s) orAccessories. Replacement Product orAccessories will be warranted for the balance ofthe
original warranty period, or six (6) months from shipment, whichever is greater. All Product(s) or Accessories
must be returned to Iridium.
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4. Accessories Under Warranty

Iridium Pilot accessories (“Accessories”) (i.e. cables, captain and crew handsets, mounts) are warranted for one
(Yyearfromsale,with proofofsale.

To replace faulty Accessories, the customer should contact their Service Provider to request an RMA. Faulty
Accessoriesarenotrequired tobereturned unless specificallyrequestedby Iridium. Acopyofthelridium
issued RMAformmust be included with the material being returned. Material received by Iridiumwithoutan
RMAwillnotbereplacedunderwarranty andwillbereturned atthesender’s expense.

Warranty Returns

Iridiummakes besteffortsto providean exchange ofwarranty claimunitsuponreceiptofthedefective
equipmentreturned under Warranty RMA. Subjectto inventory availability,equipmentwillbe shipped within
three (3) business days of RMA receipt.

Defective Products or Accessories covered under warranty shall be returned to Iridium by the Service Provider
with freight, insurance, and customs dutiestaxes prepaid via DDP (Deliver Duties Paid) Incoterms 2000.

Anystoragefeesrelated to clearance delays caused by insufficientinformation provided bythe ship perwill
be charged totheshipper.

Replacement equipment will be returned to Service Provider via DDU (Deliver Duties Unpaid) Incoterms 2000.
Iridium will be responsible for replacement shipment freight, less Duties/Taxes. Any storage fees related to
clearancedelays caused by insufficientinformationprovided by therecipientwill be chargedto therecipient.

Following theassignmentofan RMAby Iridium the customer may ship thefaulty equipmentdirectlyto the
IridiumAuthorized RepairCenter, perreturnaddressstated onlridiumissued RMAform. All Products or
Accessoriesshipped fromIridiummustbeshipped toaService Providerlocation. Return equipmentcan
be delivered onlytocountriesin which spectrumlicensesforlridiumas wellas equipmenttypeapproval or
registraion have been granted.

Out of Warranty Returns

Alloutofwarranty returns shallbeshipped tolridiumbythe Service Provider.Repairedreplacementequip-
mentisreturned by Iridiumto Service Providerforreturn to thecustomer. Followingtheassignmentofan
RMA by Iridium,the Service Provider may directtheiraffiliateor customerto shipthedamaged unitdirectlyto
an Iridium Authorized Repair Center, per return address stated on Iridium issued RMA form.

5. Warranty Void and Additional Rights

TheServiceProviderwhichfacilitated thereturnofthe Product(s) or Accessorieswillbe providedwithwritten
orelectronicnoticeno laterthanninety (90) days after receiptofthereturned Product(s) or Accessories that
achargewillbeapplied forthereplacementcostofthe Prod uct(s)orAccessoriesiftheunitis subsequently
found to have the warranty voided. Please note that acceptance of the replacement Product(s) orAccessories
isanindication ofacceptanceofthispolicy. Referencethe/ridium PilotProducts Termsand Conditions,

Section 2,Exclusionsforconditions thatwouldvoid thelimited warranty.

If you acquired this Product and Accessories in Australia orin New Zealand, the Product and Accessories
comewith guaranteesthatcannotbeexcluded undertheAustralianConsumer Lawor similarlegislationin
New Zealand. Referencethelridium Pilot Products TermsandConditions, Section 1.
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6: APPENDICES

6. Administration

The Iridium Pilot Product Warranty Policy is administered by your Service Provider and/for Iridium.

Anywarrantyinquiries shouldbefaxed oremailed toyour Iridium Service Provider oryour Point-of-Saleas

described above. To identify a Service Provider inyour area, please contact Iridium.

Iridium Contact Information

Iridium Satellite LLC
Attn: IridiumWarranty Administration

By Telephone Customer Service:

Ifin North America, TollFreeNumberfromalLand Line:

+1-866-947-4348

Otherwise orif Outside North America:
+1-480-752-5155

Facsimile:
+1.480.752.1105 facsimile

By email:
warranty @iridium.com
info@iridium.com

By Mail:

Iridium Satellite LLC

Attention: Customer Service, Warranty Claims
8440 South River Parkway

Tempe, AZ 85284 USA

Thispolicyissubjectto changeby Iridiumwithoutnotice.
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